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1. General Provisions 

1.1. Risk Management Regulations of the Payment System dengi.ru (hereinafter referred to 

as the Regulations) are part of the Rules of the Payment System dengi.ru and a separate internal 

document of the System Operator. The Regulations establish general approaches to managing risks 

arising during ensuring of uninterrupted operation of the Payment System and performing Operator’s 

functions. 

1.2. The Regulation was developed on the basis of: 

- Federal Law No. 161-FZ “On the National Payment System” dated June 27, 2011 

(hereinafter referred to as Federal Law No. 161-FZ); 

- Federal Law No. 395-1 “On Banks and Banking Activities” dated December 2, 1990 

(hereinafter referred to as Federal Law No. 395-1); 

- Federal Law No. 86-FZ “On the Central Bank of the Russian Federation (Bank of Russia)” 

dated July 10, 2002 (hereinafter referred to as Federal Law No. 86-FZ); 

- Regulations of the Bank of Russia No. 242-P “On organization of internal control in credit 

institutions and banking groups” dated December 16, 2003 (hereinafter referred to as Regulation No. 

242-P); 

- Directive of the Bank of Russia No. 3624-U “On requirements for the risk and capital 

management system of a credit institution and banking group” dated April 15, 2015 (hereinafter 

referred to as Directive No. 3624-U); 

- Regulations of the Bank of Russia No. 716-P “On requirements for the operational risk 

management system in a credit institution and a banking group” dated 04/08/2020 (hereinafter 

referred to as Regulation No. 716-P); 

- Regulations No. 607-P “On requirements for the procedure for ensuring the uninterrupted 

functioning of the payment system, indicators of the uninterrupted functioning of the payment system 

and methods for analyzing risks in the payment system, including risk profiles” dated October 3, 

2017; 

- Risk and capital management strategies of LLC «Bank 131»; 

- Methods for identifying significant risks of LLC «Bank 131». 

- Action plan aimed at ensuring the continuity and (or) restoration of the activities of LLC 

«Bank 131»; 

- other federal laws and regulations of the Bank of Russia. 

1.3. The Regulations define: 

- goals, objectives, organization, principles and requirements for operation of Risk 

Management System and internal control procedures of the Operator; 

- main functions and responsibilities of the Payment System Subjects and structural 

divisions of the Operator within the framework of Risk Management System and internal control 

procedures; 

- the procedure for assessing the Risk Management System and internal control procedures 

of the Payment System and the Operator. 

1.4. These Regulations have been developed for the purpose of defining a unified approach 

to the organization, risk management procedures for the uninterrupted operation of the Payment 

System and for use in further detailing risk management procedures in PS risk analysis methods, and 

can also be used in internal documents of the Operator and PS Subjects. 

1.5. Operator's risk management service is obliged to monitor compliance with the 

requirements of this Regulation by Payment Infrastructure Service Providers and Participants, 

including in terms of achieving an acceptable level of risks in PS. 

1.6. The division responsible for organizing risk management of the Payment system of the 

Operator is Risk Management Service of LLC «Bank 131». 

1.7. Procedure for managing risks and managing control procedures is determined by 

Appendix No. 1 of the System Rules. 

  



 

2. Terms and definitions 

The following terms and definitions are used in these Regulations: 

Uninterrupted Functioning of the Payment System (UFPS) - state of the Payment System, 

characterized by the ability of the Operator and other Subjects of the Payment System to maintain 

the proper functioning of the Payment System and restore the proper functioning of the Payment 

System within the time specified in the Rules of the System in case of its violation. 

Risk Probability - possibility of realization of the risk associated with a negative event. Risk 

probability can be assessed quantitatively (including as a percentage, indicating the frequency of risk 

occurrence) or qualitatively. 

External environment - a set of external conditions (economic, legal, market, sociocultural, 

political and others) where the Operator and other PS Subjects strive to achieve the goals of their 

activities and perform functions defined by the Rules of the System. 

Internal environment - a set of internal conditions (goals, strategies, organizational 

structure, decision-making processes, internal relationships, 1T systems) aimed at ensuring that the 

Operator and other PS Subjects achieve the goals of their activities and perform functions defined by 

the Rules of the System. 

Impact of risk - the degree of influence of risk realization on the achievement of business 

goals and performance of the Operator and PS Subjects’ functions within the framework of ensuring 

the level of uninterrupted PS functioning stated in the Rules of the System. The impact can be 

assessed by various negative consequences for the Operator and other PS Subjects, including in terms 

of the uninterrupted PS functioning (including the amount of financial and other material and non-

material losses) that may arise as a result of risk realization. 

Acceptable (reference) level of risk - risk level that the Operator and other PS Subjects are 

ready to take upon themselves and that ensures the achievement of the activity goals of the Operator 

and other PS Subjects to ensure the uninterrupted PS functioning at the level determined by the Rules 

of the System. The acceptable level of risk in PS in the context of ensuring UFPS means restoration 

of payment infrastructure services by Payment Infrastructure Service Providers in case of suspension 

of their provision, carried out during periods of time established by the System Operator, and the 

estimated damage from which Payment Infrastructure Service Providers are ready to accept without 

the use of management methods risks in PS. 

Risk identification - process of identifying, listing and describing the risks of the Operator 

and other Subjects of the Payment System. 

Control - an activity carried out by the System Operator, aimed at assessing compliance with 

legislation and regulations by the Subjects, compliance by the Subjects with the current Rules of the 

System. Control is carried out by the Risk Management Service and heads of the Operator’s structural 

divisions through Control procedures. 

Control procedures - actions, activities, including use of technological solutions, used to 

assess the effectiveness of risk management procedures and implementation of risk treatment 

measures in PS, carried out by the Operator and other Subjects of PS to ensure the appropriate UFPS 

level as stated in the System Rules. 

Risk monitoring - process of monitoring risks in the Payment System, including their level, 

its compliance with the acceptable (reference) level, implementation of risk response measures and 

control procedures, as well as the effectiveness of these measures and procedures, performed by the 

Operator and other PS Subjects. 

  



 

Continuity of business - ability of the Operator and other Subjects of the Payment System 

to plan and apply measures aimed at ensuring the uninterrupted functioning (effective recovery) of 

the Payment System. 

Risk Management Process - sequence of actions carried out by the Operator and Subjects 

of the Payment System as part of risk management activities in the Payment System. 

Risk response - process of decision-making by the Operator and Subjects of the Payment 

System about working with risk in the Payment System. Methods of response: risk limiting (reducing 

the level, minimizing), risk transferring (risk insurance) or assignment to a third party, risk avoidance 

(risk aversion), accepting risk. Response measures are specific actions within the framework of 

implementing the specified methods of responding to risk. 

Risk - possibility of a negative impact of uncertainty on the achievement of business goals 

and performance of functions of the Operator and PS Subjects within the framework of ensuring the 

appropriate UFPS level, as determined by the Rules of the System. 

Risk culture - a set of values, beliefs, understandings, knowledge, norms of behavior and 

practices of employees of the Operator and PS Subjects regarding risks in the Payment System and 

their management. 

Risk event - an event that led, could lead or may lead in the future to negative consequences 

for achieving the goals of the Operator and Subjects within the Payment System and performing the 

functions assigned to them to ensure the appropriate level of financial security. A risk event can also 

create new uncertainty. In the context of UFPS risk management, a risk event is understood as any 

event, which implementation may lead to an incident. 

Control system - a set of procedures and control mechanisms performed by the Operator, 

incl. over the activities of other PS Subjects, ensuring the achievement of the goals of risk 

management in PS and the achievement of the goals of the Operator to ensure the appropriate UFPS 

level as determined by the Rules of the System. 

Risk Management System - a set of interrelated elements that ensure implementation of the 

goals, objectives and principles of risk management in PS and risks of the Operator to ensure the 

appropriate UFPS level as determined by the Rules of the System. 

Risk Management System in the Payment system - a set of measures and methods to 

reduce the likelihood of adverse consequences for the UFPS, taking into account the amount of 

damage caused. 

Risk management - process when the Operator and Subjects of the Payment System identify, 

assess, monitor, and develop measures to respond to risks that affect the uninterrupted functioning of 

the Payment System. 

Other terms and definitions used in these Regulations are interpreted in accordance with the 

current legislation of the Russian Federation and regulations of the Bank of Russia (hereinafter 

referred to as the Legislation) and the Rules of the System. 

3. Risk Management System and Control System 

Risk Management System in the Payment system and Control System are organized based on 

compliance with the concept of “3 lines of defense” in accordance with the Regulations on internal 

control system of the Limited Liability Company "Bank 131" and requirements of the Regulations of 

the Bank of Russia No. 242-P "On organization of internal control in credit institutions and banking 

groups" dated 16/12/2003. 

 

4. Goals and objectives of risk management and control procedures 

4.1. Main goals of PS Risk Management System are planning, development and 

implementation of a set of measures on the part of the Operator and other PS Subjects necessary to 

achieve the level of uninterrupted functioning of the Payment System stated in the System Rules  

  



 

and provide the appropriate level of payment infrastructure services defined in contracts and 

agreements between the Operator, PIS Providers and PS Participants (if any). 

4.1.1. Goals of the Risk Management System in PS are achieved by the Operator solving the 

following tasks: 

a) creation of an internal environment for risk management in PS by the Operator and 

adaptation to conditions of an external environment when managing risks in PS, contributing to the 

achievement of goals and objectives of ensuring the appropriate level of financial security stated in 

the Rules of the System; 

b) development, maintenance and use of an effective mechanism for timely detection and 

identification, assessment, processing and management of risks in the Payment System; 

c) reducing the negative impact of incidents and uncertainty on the achievement of goals 

and objectives facing the Operator and other PS Subjects in order to ensure the appropriate UFPS 

level as stated in the System Rules; 

d) timely informing the Chairman of the Board of the System Operator and the Board of the 

System Operator about risk events that have occurred, measures taken as part of risk response that 

ensure elimination of the consequences of realized risk events or possibility of their occurrence; 

e) preventing or minimizing financial and reputational losses of the Operator and other PS 

Subjects; 

f) compliance with information security requirements in PS; 

g) achieving effective adaptation of risk management processes to business processes of the 

Operator and other Payment System Subjects; 

h) regulation of processes to ensure uninterrupted functioning of PS, including continuity 

and restoration of activities of the Operator and other PS Subjects, within the framework of the 

functions they perform in PS; 

i) arrangement of conditions for preventing implementation or minimizing risks affecting 

UFPS, continuous functioning of business processes and IT systems of the Operator and PIS 

Providers; 

j) development of the risk culture of Subjects within the Payment System. 

4.2. Objectives of the Control System are to provide reasonable confidence in the effective 

implementation of measures within the framework of measures taken to respond to significant risks 

by the Operator and other Subjects of the Payment System to ensure the appropriate UFPS level 

stated in the Rules of the System. 

4.2.1. Goals of the Control System are achieved by solving the following tasks: 

a) collection and analysis of information on operating procedures and mechanisms for 

ensuring UFPS; 

b) assessing the effectiveness of the Operator’s control mechanisms to ensure an appropriate 

UFPS level; 

c) compliance with the requirements of the legislation of the Russian Federation and 

regulations of the Bank of Russia by the Operator and other Subjects of the Payment System to ensure 

the appropriate UFPS level; 

d) protection of Operator’s asset, ensuring the appropriate UFPS level; 

e) preventing errors and violations on the part of personnel, information systems, internal 

methodology, identifying and reducing the number of errors that could negatively affect UFPS; 

f) ensuring the completeness, accuracy and reliability of the Operator’s reporting, reflecting 

the actual level of UFPS provision; 

g) determination of responsibilities for risk management and control procedures by the 

Operator’s management; 

h) Operator’s control over the implementation of control procedures and measures aimed at 

eliminating the consequences of risk events; 

  



 

i) monitoring compliance with information security requirements in the Payment System. 

5. Principles of Risk Management and Control Procedures 

5.1. Risk management is based on the following principles: 

5.1.1. Responsibility for risk management. 

An authorized employee of a structural division of the Operator and other PS Subjects is 

responsible for transmitting information about risk events that have occurred to the Risk Management 

Service of the PS Subject, which is responsible for informing the Risk Management Service of the 

System Operator. The Risk Management Service of the System Operator is responsible for 

implementing control procedures and monitoring the timely implementation of measures within the 

framework of response measures taken to eliminate the consequences of risk events that have 

occurred. 

5.1.2. Development and improvement. 

Control procedures are continuously improved and adapted to changes in internal and external 

environment. Heads of the Operator's structural divisions may submit proposals to the Operator's 

Risk Management Service to improve control mechanisms for responding to significant risks in the 

Payment System. The Operator's Risk Management Service evaluates the proposals received and 

brings evaluation results to the attention of the Chairman of the Board of the System Operator. 

5.1.3. Awareness. 

The Chairman of the Board of the System Operator should be promptly informed by the Risk 

Management Service about the risks in the Payment System, including those related to the business 

processes of the Operator and PIS Providers, about risk factors associated with new operational 

procedures and projects planned for implementation. The Risk Management Service is responsible 

for timely informing the Chairman of the Board of the System Operator about the risks of the Payment 

System. 

5.1.4. Materiality and feasibility. 

Decisions on responding to risks in the Payment System are made by the Chairman of the 

Board of the System Operator based on assessment of risk level provided by the Risk Management 

Service and taking into account the cost-benefit ratio of implementing risk response measures, as 

well as other factors that determine the feasibility of taking these measures. 

5.1.5. Continuity. 

Risk management processes in the Payment System are carried out on an ongoing basis by 

officials and structural divisions of the Operator within the organizational structure defined by the 

System Rules, providing the Chairman of the Board of the System Operator and the Board of the 

System Operator with up-to-date information about the risks in the Payment System and measures 

taken to manage them. 

5.1.6. Delimitation of responsibilities and authority. 

Implementation of control procedures or measures within the framework of risk response 

measures in the Payment System is determined by the Rules of the System and internal documents 

of the Operator. 

5.1.7. Systems approach. 

Management of all types of risks in the Payment System is carried out in key areas of activity, 

within the framework of business processes of the Operator and PIS Providers at various levels of 

management within the organizational structure of risk management of the Operator and other PS 

Subjects. 

5.1.8. Measurability. 

The operator creates a uniform system of measurable risk management indicators in PS, 

which is mandatory for use within the framework of risk analysis methods by all PS Subjects. 

5.1.9. Cross-functional collaboration. 

  



 

Process of managing cross-functional risks (risks affecting the goals of several functions or 

business processes, including the Operator and PIS Provider) is based on decisions of the Board of 

the System Operator, based on available information and professional judgments of the Risk 

Management Service about risks in the Payment System. 

5.1.10. Delimitation of decision-making levels. 

Decisions on risk processing are made at various management levels within the organizational 

structure of risk management of the Operator and other Subjects of the Payment System, depending 

on significance and materiality of risks assessed on the basis of a uniform system of measurable 

indicators established by the Operator’s risk assessment and analysis methods, including: 

— employees of the Operator’s structural divisions within the framework of their powers 

within the acceptable level of risks; 

— heads of the Operator’s structural divisions that are risk owners, within the competence 

and powers of the structural division, within the established powers for the head of the Operator’s 

structural division in terms of making decisions on risk response measures; 

— Board of the System Operator, within the limits of its authority, for significant risks 

exceeding the acceptable (reference) level of risk in terms of making decisions on measures to 

respond to identified, significant risks in the Payment System; 

— Chairman of the Board of the Operator for all significant risks, which level exceeds the 

acceptable (reference) level and may be significant for operation of the Payment System. 

5.1.11. Linking to goals. 

Risk management is carried out taking into account the achievement of the goals of the 

System Operator, as well as goals of implementing specific processes and functions, including in 

part: 

• strategic goals of the Operator - high-level goals related to the mission and positioning in 

the payment services market; 

• operational goals of the Operator - in terms of efficient and effective use of resources; 

• Operator's goals in the reporting area - completeness and reliability of all types of Operator 

reporting; 

• Operator's goals in the area of compliance with Legislation - compliance with applicable 

laws and regulations, regulatory requirements; 

• Operator's goals on protection of assets and resources to ensure the appropriate UFPS level 

stated by the Rules of the System. 

5.1.12. Making decisions. 

Decision-making on risk management measures in PS when information about risks is 

transmitted from lower levels of management (employees of structural divisions of the Operator and 

other PS Subjects) to higher levels (heads of structural divisions of the Operator and other Subjects 

of the Payment System). Risk processing decisions, as well as risk management control in the 

Payment System, extend from higher to lower management levels. 

5.1.13. Economic efficiency of risk management. 

Risk management in PS is carried out by the Operator and other PS Subjects, taking into 

account economic feasibility of the costs of reducing the current risk level, that is, processing the risk 

in comparison with possible material and non-material losses in case of risk materializing. 

5.1.14. Timeliness. 

In case of detection and identification of risks, response measures and control procedures are 

developed by the Risk Management Service with participation of the heads of the Operator’s 

structural divisions for all identified risks, which implementation  

  



 

may have a negative impact on the achievement of goals of the System Operator, including UFPS 

goals. 

5.1.15. Registration of procedures. 

System Operator's Risk Management Service registers all procedures within the framework 

of identification and assessment, in addition to registration of procedures for implementing risk 

response measures in the software system performed by employees and heads of structural divisions, 

including when performing control procedures. 

5.2. Operator is guided by the following principles for constructing the Control System: 

Risk-based approach - planning and implementation of work includes construction of 

procedures for controlling significant risks in PS and based on the analysis of risks that could 

negatively affect the activities or results of the Operator. 

Comprehensiveness - control covers all areas of activity of the System Operator. 

Continuity - control is carried out by the Risk Management Service of the System Operator 

on an ongoing basis in order to ensure the effectiveness and efficiency of measures taken to respond 

to significant risks in the Payment System and compliance with the System Rules. 

Timeliness - negative information about the Payment System identified by the Risk 

Management Service of the System Operator is provided to the Chairman of the Board of the System 

Operator to make decisions on response measures as quickly as possible. 

Responsibility for organization and implementation of control - Risk Management Service of 

the System Operator is responsible for improper performance of control functions defined by the 

internal documents of the Operator. 

Proportionality - implies a balanced approach to building control mechanisms and a risk-

oriented culture in the Payment System. 

 

6. Risk classification 

6.1. In the activities of the Operator and other PS Subjects, various types of risks arise, which 

implementation can impede the achievement of their goals and performance of functions established 

by the Rules of the System, including in terms of ensuring the appropriate level of UFPS: 

6.1.1. Non-financial risks are the following risks arising in the activities of the Operator and 

other PS Subjects as a result of the influence of internal and external factors: 

Reputational risk (or risk of business reputation loss) is the risk of losses as a result of 

negative perception of the Operator and PS Subjects on the part of its participants, counterparties, 

supervisory authorities and other interested parties, which may negatively affect the ability of the 

Operator and PS Subjects to maintain existing business relationships and (or) establish new ones and 

maintain ongoing access to financing sources. 

Legal risk is the risk that the Operator and PS Subjects will incur losses due to non-

compliance with the requirements of the legislation of the Russian Federation, regulations of the 

Bank of Russia or existing contractual obligations. 

PS operational risk is the risk of negative consequences for the Subjects of the Payment 

System due to disruptions in business processes, insufficient efficiency of business processes and 

organizational structure of the Subjects of the Payment System, actions (inaction) of employees of 

the Subjects of the Payment System, malfunctions or insufficient functionality of IT systems, 

equipment, as well as due to the influence of external factors that impede the achievement of the 

activities goals of PS Subjects in order to ensure the appropriate UFPS level and performance of 

functions assigned to them by the Rules of the System. 

Operational risk of the System Operator associated with violation of information security 

requirements means violation of the requirements for information security in PS by Participants 

established in the Operator’s risk profile. 

  



 

Operational risk of the System Operator and PIS Provider in the context of providing UFPS 

means provision of Payment Infrastructure Services that do not meet the requirements for provision 

of services due to the System Operator and PIS Provider experiencing faults, failures and accidents 

in the operation of information and technological systems, deficiencies in organization and 

implementation of technological and management processes, errors or illegal actions of personnel or 

as a result of impact of events, which causes are not related to the activities of the System Operator 

and PIS Provider, including emergency situations, erroneous or illegal actions of third parties, 

including risks arising in connection with the involvement of suppliers (providers) who provide 

services in the field of information technology in order to provide payment infrastructure services by 

PIS operator and (or) provide information exchange services when carrying out transactions using 

electronic payment means between money transfer operators and their clients and (or) between 

money transfer operators and foreign payment service providers. 

Operational risks in the Payment System include, but are not limited to: 

Systemic risk is a risk inherent in the activities of the Operator and other PS Subjects, when 

the failure of one or more Participants to fulfill their obligations may cause the inability of other 

Participants to fulfill their obligations properly. 

Information security risk is the occurrence of an unfavorable event in the software system, 

which source is the imperfection of the information protection system (deficiencies in the applied 

information security measures or application software) or failure of PS Subjects to comply with 

information security requirements, which may result in a leak or disclosure of confidential 

information, trade secrets or personal data, unauthorized changes to data, systems or processes, 

unauthorized deletion of data and other negative events within the framework of information security 

processes. 

Information technology risk is failure to achieve goals of using information technology to 

improve the efficiency of business processes of the Operator and other Subjects of the Payment 

System and other negative events within the framework of IT processes, IT systems, IT equipment, 

including those occurred due to the implementation of information security threats. 

6.1.2. Financial risks (credit risk, liquidity risk, settlement risk) are risks of financial losses 

that may arise as a result of the ownership of financial assets by the Operator or other PS Subjects. 

Credit risk is the risk of failure by the PS Participants to fulfill their financial obligations to 

the Settlement Center. 

In the context of UFPS provision, credit risk is a non-compliance with the requirements of 

the System Rules regarding the provision of services provided by PS Settlement Center due to the 

failure of PS Participants to fulfill contractual obligations to the Settlement Center on time or in the 

future. 

Liquidity risk is the risk of PS Participants’ inability to timely fulfill their financial 

obligations to other Subjects. 

Risk of liquidity loss by the Settlement Center and other PS Subjects in the context of UFPS 

provision means provision of Payment Infrastructure Services that do not meet the requirements for 

provision of services established by the System Rules, due to the lack of funds at the Settlement 

Center and (or) PS Participants sufficient for the timely fulfillment of their obligations before other 

Subjects of the Payment System. 

Settlement risk is the risk of non-fulfillment of financial obligations by the Participant or 

Participants, which arises when making payment transactions of Participants and their clients in the 

network of another Participant or Participants before the completion of settlements. 

6.1.3. General commercial risk is the provision of Payment Infrastructure Services that do 

not meet the requirements of the System Rules for provision of services, due to deterioration  

  



 

of the financial condition of the Operator, which is not related to the implementation of credit risk 

and liquidity risk of the Payment System. 

6.1.4. Risk of UFPS violation is a significant risk for the Payment System of providing 

Payment Infrastructure Services that do not meet the requirements for the provision of services due 

to the Subjects' failure to comply with the requirements of the legislation of the Russian Federation, 

System Rules, agreements concluded between the Subjects of the Payment System, documents of the 

System Operator and documents of PIS Provider or due to the presence of legal conflicts and (or) 

legal uncertainty in the legislation of the Russian Federation, regulations of the Bank of Russia. 

6.2. System Operator, at least once a year, identifies risks in the Payment System and reviews 

(updates) the profile of each of the Payment System risks identified in the Payment System, classified 

in accordance with clause 6.1 of these Regulations, including risk profile of UFPS violation, taking 

into account analysis of the effectiveness of measures to restore the provision of Services Payment 

Infrastructure that meets the requirements for provision of services using risk assessment and analysis 

techniques defined by the System Rules, but not limited to, based on the results of a scheduled or 

unscheduled assessment of all risks in the Payment System, as well as an unscheduled assessment of 

individual risks (individual risk) in the Payment System: 

6.2.1. Methodology for assessing the acceptable (reference) level of risk is described in 

Appendix No. 1 of the System Rules; 

6.2.2. Methodology for analyzing UFPS indicators, analyzing risk levels and updating UFPS 

risk profiles is a separate internal document of the System Operator. 

6.2.3. Methodology for identifying significant risks of LLC «Bank 131». 

6.2.3.1. System Operator conducts an unscheduled assessment of all risks in the Payment 

System when making changes to one or more business processes. An unscheduled assessment of all 

risks in the Payment System should be completed not later than six months from the date of these 

updates. 

6.2.3.2. System Operator conducts an unscheduled assessment of individual risks (individual 

risk) in the Payment System: 

when an event occurs, which implementation led to PIS suspension (termination) and which 

description is not provided for in the risk profile, or negative consequences of its implementation 

exceed negative consequences provided for this event in the risk profile; 

when it is established, based on the results of risk monitoring carried out by the Operator of the 

Payment System, that the actual level of risk approaches the level of acceptable risk, where PIS 

recovering that meets service requirements, including PIS recovering in case of suspension of their 

provision, is carried out within the time periods established by the Operator of the Payment System, 

and the expected damage from which the Operator of the Payment System is ready to accept without 

using risk management methods in the Payment System; 

when identifying a significant risk in the Payment System, for which the level of inherent risk 

before applying risk management methods in the Payment System may exceed or has exceeded the 

level of acceptable risk. 

6.2.3.3. An unscheduled assessment of individual risks (individual risk) in the Payment 

System should be completed not later than four months from the date of occurrence of the events 

provided for in clause 6.2.3.2 of these Regulations. 

A scheduled assessment of all risks in the Payment System is carried out by the System 

Operator at least once every three years, taking into account information about events that occurred 

in the Payment System since completion of the previous scheduled or unscheduled assessment of all 

risks in the Payment System and led to PIS suspension (termination). 

An assessment of a new risk in the Payment System is carried out for each registered incident 

that violated UFPS (risk event) as follows: for each new risk  

  



 

event, an assessment of the likelihood and degree of impact is carried out based on the expert opinion 

of an employee of the Risk Management Service of the System Operator and a statistical assessment 

of similar events that occurred risk events in past periods of time preceding the current reporting 

period. 

An assessment of the risk level for each new risk event, taking into account analysis of the 

actual values of UFPS indicators, is carried out by the Operator’s Risk Management Service. 

6.3. Based on the results of risk assessment, the System Operator compiles and revises 

(updates) risk profiles, which include all identified risks in the Payment System. When filling out 

risk profiles in the Payment System, the Operator's Risk Management Service uses information about 

risks and risk events obtained as a result of business process risk assessment procedures by the 

Operator's structural divisions. 

The Operator's risk management service may use information from open sources, including 

information on functioning of other payment systems for the purpose of compiling and revising 

(updating) risk profiles in the Payment System, including the risk profile of UFPS violation. 

6.4. In case of an incident that leads to the suspension of the provision of Payment 

Infrastructure Services, which is not reflected in the risk profiles as a risk event, risk profiles should 

be reviewed (updated) within a period not exceeding 3 (three) months from the date of occurrence of 

this incident. Procedure for analyzing incidents leading to the suspension of provision of Payment 

Infrastructure Services is reflected in the System Rules and internal documents of the Operator, which 

are developed in accordance with the requirements of these Regulations. 

7. Operational requirements of the Risk Management System 

7.1. System Operator, in the context of goals achieving to ensure the appropriate UFPS level 

and UFPS risk management, creates PS Risk Management System, which is described in Chapter 10 

of these Regulations. 

7.2. To implement the goals, objectives and principles of PS risk management, the Risk 

Management System operates, which includes the following interrelated elements: 

a) risk management processes; 

b) organizational structure for risk management; 

c) regulatory and internal documents governing issues to manage PS risks; 

d) risk culture of Operator’s employees and other PS Subjects; 

e) resources of the Operator and other PS Subjects providing PS risk management (including 

human resources, financial resources, IT support). 

7.3. PS risk management system is regulated by the Operator’s risk assessment and analysis 

methods and involves implementation of the following key processes, which are organized by the 

Operator and where all PS Subjects should be involved: 

a) risk identification; 

b) risk analysis and assessment; 

c) risk management; 

d) control and monitoring of risks; 

e) preparation of risk reporting; 

f) risk minimization. 

8. Operational requirements of the Control System 

8.1. Control System should correspond to the nature and scale of the Operator’s activities, 

level and list of accepted risks of the Payment System and is aimed at monitoring compliance with 

the Rules of the System by the Subjects, including in terms of UFPS  

  



 

ensuring and implementing measures within the framework respond taken to significant PS risks. 

8.2. Control System of the System Operator in accordance with the powers defined by the 

System Rules and internal documents of the Operator includes: 

− Operator’s governing bodies (General Meeting of Participants; Board of Directors; 

Collective executive body - Management Board; Sole executive body - Chairman of 

the Management Board), 

− Chief Accountant and Deputy Chief Accountant, 

− divisions and employees exercising internal control in accordance with the powers 

determined by the internal documents of PS Operator, including: 

− Internal audit service, 

− Internal control service (compliance service), 

− Financial monitoring department, Responsible employee appointed and carrying out 

his activities in accordance with the requirements of Law No. 115-FZ. 

The heads of the Operator's structural divisions, within the scope of their competence, ensure 

the timely implementation of measures within the framework of respond taken to significant risks in 

the Payment System by employees of their structural division. 

8.3. Operator’s Control System includes the following areas of activity and organization of 

procedures: 

a) collecting and analyzing information about business processes and technological means that 

ensure operation of Operator’s business processes; 

b) assessing the effectiveness of control mechanisms to ensure performing the functions of the 

Operator and implementing measures to respond to PS risks; 

c) monitoring compliance with the requirements of the legislation of the Russian Federation, 

including regulations of the Bank of Russia on the part of the Payment System Subjects when 

they perform functions defined by the Rules of the System; 

d) monitoring asset protection that ensure operation of business processes in the Payment 

System; 

e) organization of control to ensure completeness, accuracy and reliability accounting (financial) 

and management reporting of the Operator; 

f) implementation of procedures in terms of determining responsibility for implementation of 

measures within the framework of the risk response measures taken; 

e) assessing the effectiveness of control procedures and measures aimed at eliminating the 

consequences of risk events; 

h) organization of control procedures for compliance with information security requirements. 

9. Organizational structure of the Risk Management System 

9.1. Organizational structure of the Operator's Risk Management System and procedure for 

monitoring compliance with the System Rules are defined in Appendix No. 1 of the System Rules. 

9.2. For the effective implementation of functional responsibilities for risk management in 

the Payment System, the Operator determines the interaction, distribution of powers and 

responsibilities between officials and management bodies included in organizational structure of the 

Risk Management System in the internal documents of the Operator, in accordance with the following 

procedure: 

9.2.1. Board of the Operator: 

  



 

- considers and agrees on the criteria for assessing the Risk Management System in PS and 

procedure for conducting this assessment; 

- forms proposals and recommendations based on the results of assessment of the Risk 

Management System; reviews and approves reports on the results of PS Risk Management System 

operation by Operator’s Risk Management Service, 

- coordinates the activities and monitors compliance with the procedure for UFPS ensuring 

by PS Subjects; 

- determines UFPS indicators. 

9.2.2. Chairman of the Board of the Operator: 

- receives results of risk assessment and information on the results of monitoring risk levels 

in the Payment System from the Risk Management Service, 

- approves the list of activities within the framework of measures to respond to significant 

risks, 

- reviews risk profile, appoints risk owners, 

- organizes the allocation of resources for implementation of activities within the framework 

of measures to respond to significant PS risks, 

- monitors compliance with Risk Management Requirements in the Payment System: 

- coordinates the activities of employees and structural divisions of the System Operator and 

System Subjects in the process of risk management of the Payment System. 

9.2.3. Operator's Risk Management Service provides coordination and centralized 

methodological support for risk management process in PS and performs the following functions: 

− organizes the procedure for developing and updating Payment System Rules and internal 

documents of the System Operator regarding the regulation of risk management procedures of the 

Payment System and UFPS ensuring; 

− organizes UFPS risk analysis; 

− organizes measures necessary to achieve and maintain an acceptable level of UPFS risks; 

− coordinates interaction of employees of the System Subjects in order to manage UFPS 

risks; 

− determines risk management measures; 

− determines and implements risk management methods; 

− organizes development of EC&RA plan of the System Operator’s in case of unforeseen 

circumstances, including emergency situations; 

− controls the verification (testing) and revision of EC&RA plans by Payment Infrastructure 

Service Operators at least once every two years; 

− organizes monitoring and analysis of risk level in the Payment System on an ongoing basis, 

− generates and analyzes reporting on PS risks, promotes the development of the Operator’s 

risk culture, monitors execution of instructions by the Operator’s employees as part of measures to 

respond to significant risks in PS. 

9.2.4. Internal Audit Service of the System Operator conducts an assessment of the risk 

management system in the Payment System, in the form of a scheduled audit, according to the plan 

approved by the Board of Directors, at least once every three years. 

10. Organizational Model and Risk Management Procedure in the Payment System 

10.1. In the Payment System, in accordance with the Rules of the System, the following 

organizational risk management model is used: independent risk management in the Payment System 

by the Payment System Operator, where: 

10.1.1. Operator develops and establishes the procedure (measures, means, methods and 

techniques) for PS risk management, and also determines: 

  



 

a) procedure for ensuring uninterrupted functioning of the Payment System in accordance with 

the requirements of regulations of the Bank of Russia; 

b) procedure for developing a methodology for risk analysis in the Payment System, including 

risk profiles, in accordance with the requirements of Bank of Russia regulations; 

c) procedure for exchanging information necessary for risk management; 

d) procedure for interaction in controversial, non-standard and emergency situations, including 

cases of system failures; 

e) procedures for changing operational and technological means and procedures; 

f) procedure for ensuring protection of information in the Payment System; 

g) procedure for managing risks of the Participants of the Payment System, including managing 

risks of the uninterrupted functioning of the Payment System and reporting, which are applied 

by all Subjects of the Payment System in accordance with the Rules of the System. 

10.1.2. PISP is obliged to comply with the procedure for managing risks of the Payment 

System in accordance with the Rules of the System and regulatory documents of the Bank of Russia. 

10.1.4. PS Participants are obliged to comply with the procedure for managing risks of the 

Payment System established by the System Rules, including developing a set of organizational and 

technological measures for collecting, systematizing, processing the transfer of information to the 

System Operator about identified risks and risk events that could disrupt the uninterrupted 

functioning of the Payment System, in the manner and reporting forms established by the System 

Rules. 

10.1.5. Settlement Center is obliged to comply with the risk management procedure 

established by the System Rules and provide a set of organizational and technological measures for 

the uninterrupted transfer of funds of the Payment System Participants and their clients in the manner 

determined by the System Rules, agreements between the Operator and the Settlement Center, and 

requirements of Federal Law No. 161- Federal Law and regulations of the Bank of Russia. And also 

to develop a set of organizational and technological measures for collecting, systematizing, 

processing the transfer of information to the System Operator about identified risks and risk events 

that could disrupt the uninterrupted functioning of the Payment System, in the manner and reporting 

forms established by the System Rules. 

10.2. PS Risk Management System provides for risk management methods listed in the 

System Rules, which application is regulated by the System Rules in accordance with the Operator’s 

internal documents within the framework of the System Operator’s Risk Management System. 

10.3. System Operator establishes the procedure for managing PS risks for all Subjects of PS 

in the System Rules posted on the official, publicly available information resource of the Payment 

System at https://dengi.ru/  

11. Assessment of the Risk Management System and Control System in the Payment System 

11.1. System Operator may require an audit of the Participant by an independent audit firm 

or other legal entity or individual acceptable to the Operator if there is a suspicion that the Participant 

is involved in any legal, financial or accounting irregularities. 

11.2. Any Member subject to an audit is required to provide all information requested by the 

Operator in connection with the audit. Operator may organize an audit to conduct an independent 

assessment of the Risk Management System in PS and the current System for monitoring compliance 

with the System Rules. 

11.3. An assessment of the Risk Management System in PS may include: 

— checking the effectiveness of control procedures and other risk management measures of 

the Operator and other PS Subjects, including the effectiveness of use of resources allocated for these 

purposes by PS Subjects; 
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— checking the completeness of identification and correctness of risk assessment carried 

out by the Operator and other PS Subjects in the reporting periods; 

— checking the sufficiency and maturity of the elements of the Risk Management System 

in PS, organized by the Operator for the purposes of effective risk management (goals and objectives, 

infrastructure, organization of processes, regulatory and methodological support, interaction of the 

Operator’s structural units within the framework of the Risk Management System in PS, risk 

reporting); 

— analysis of information on the implementation of risks in PS provided by the Operator 

and other Subjects of the Payment System in the reporting periods (identified as a result of previous 

audits of violations and facts of failure to achieve set goals, violations or lack of control within the 

business processes of the Operator and PIS Providers). 

11.4. Assessment of the System for monitoring compliance with the System Rules includes: 

— conducting an analysis of the activities of the Operator and PIS Providers for the 

purposes of ensuring the appropriate UFPS level and UFPS risk management; 

— checking to ensure the reliability and integrity of business processes and information 

systems, including reliability of procedures for combating dishonest actions and abuse by third 

parties; 

— checking reliability of all types of reporting in the Payment System; 

— identifying shortcomings of the System for monitoring compliance with the Rules of the 

System; 

— analysis of the results of implementation (introduction) of measures to eliminate 

violations, shortcomings and improve the Control System; 

— checking Operator’s asset protection; 

— checking compliance with the requirements of the legislation of the Russian Federation 

and regulations of the Bank of Russia. 

11.5. Internal audit of the System Operator conducts an assessment of the risk management 

system in the Payment System, including methods used to assess risks in the Payment System, results 

of applying risk management methods in the Payment System, according to the plan approved by the 

Board of Directors, at least once every three years. Assessment results in the form of a written report 

are brought to the attention of the System Management Board. 

11.6. Risk management service of the System Operator makes changes to the risk 

management system in the Payment System if the current risk management system in the Payment 

System has not provided three or more times during a calendar year with the possibility of PIS 

recovering within the time periods established by the Payment System operator in the Payment 

System Rules, when suspended. 

 

12. Final provisions 

12.1. This Regulation and amendments to it come into force from the moment of its approval 

by the Board of the System Operator. 

12.2. Revision of these Regulations is carried out in case of changes in the internal or external 

environment (internal or external context of the Operator’s activities) or changes in the Operator’s 

approaches to PS risk management. Risk Management Service is responsible for reviewing the 

Regulations. Changes to these Regulations are made taking into account the procedure for making 

changes to the Rules of the System. 

12.3. In case of amendments to the legislation of the Russian Federation, clauses of the 

Regulations that contradict the entered changes in legislation lose their force and until the approval 

of new edition of the Regulations or changes and additions to the Regulations, the Operator is guided 

by the legislation of the Russian Federation and the internal documents of the Operator.  


