
1 

 

APPROVED 

By the Board of LLC “Bank 131” 

Protocol No. 20240221/П      

dated February 21, 2024 

Rules 

of the Payment system dengi.ru 

Kazan, 2024



2 

 

List of contents 

 

1. General information about the Payment system dengi.ru ............................................ 3 

2. Terms and definitions ................................................................................................ 3 

3. General provisions on the System Rules .................................................................... 6 

4. Procedure to amend the System Rules ....................................................................... 6 

5. Payment procedure for Funds Transfer Services ........................................................ 8 

6. Ensuring the uninterrupted functioning of the System, including risk management 

system ........................................................................................................................... 10 

7. Coordination arrangements between the Payment System Operator, Payment 

Infrastructure Service Providers and System Participants ............................................... 11 

8. Procedure for pre-trial dispute resolution ................................................................. 25 

9. Procedure for coordination by conducting transactions in the Payment system......... 26 

10. Information security requirements ........................................................................ 38 

11. General procedure for payment clearing and settlements ...................................... 38 

12. Procedure for monitoring compliance with the System Rules ............................... 45 

13. Responsibility for non-compliance with the System Rules ................................... 46 

Appendix No. 1 Ensuring the uninterrupted functioning of the System Risk management 

system ........................................................................................................................... 49 

Appendix No. 2 Procedure for ensuring information security ......................................... 68 

Appendix No. 3 Examples of different spelling of full names of the Clients - individuals

 ...................................................................................................................................... 86 

Appendix No. 4 Principles and conditions for carrying out activities in the field of 

Countering ML/TF, as well as PCC ............................................................................... 89 

Appendix No. 5 Principles and conditions for the processing of personal data by System 

Participants .................................................................................................................... 94 

Appendix No. 6 Tariffs of the Payment System dengi.ru ................................................ 96 



3 

 

1. General information about the Payment system dengi.ru 

Payment system dengi.ru (hereinafter referred to as the System, Payment System, PS) is a 

system that provides payment services to transfer funds, including services for cross-border transfer 

of funds. 

Payment system dengi.ru is a community of organizations united by a single information 

space and interacting in accordance with these Rules (hereinafter referred to as the Rules of the 

System dengi.ru / System Rules). 

System Operator (Operator) is an organization that determines System Rules. The System 

Operator engages Participants, monitors compliance with the System Rules by Participants and 

performs other actions within the competence determined by the System Rules. 

System Operator is Limited Liability Company “Bank 131”, LLC “Bank 131”. 

2. Terms and definitions 

The terms and definitions used in these Rules, agreement texts to participate in the System, 

other agreements and documents on the System Services have the following meaning: 

Irrevocability of the Funds Transfer - a characteristic of the Funds Transfer, which means 

the absence or termination of the possibility to revoke the Funds Transfer order at a certain point 

in time. 

Unconditionality of the Funds Transfer - a characteristic of the Funds Transfer indicating 

the absence of conditions or the fulfillment of all conditions for the Funds Transfer at a certain 

point in time. 

Currency of the Funds Transfer - currency in which the information on the Funds 

Transfer is stored in the PC. 

Currency of reception of the Funds Transfer - currency of the funds received from the 

Sender and currency in which the obligations of the Participant - the Sender arise. 

Temporary Regulations on Working of the Payment System (Temporary Regulations) 

- a regulation that determines the time period during which the Operational Center, the Payment 

Clearing Center, the Settlement Center should accept for execution the Clients' orders, the 

Participants' orders, make settlements on the basis of certain payment clearing positions, inform 

the Participants about the acceptance for execution and about the execution of their orders within 

the Payment System. 

Client - an individual or a legal entity / individual entrepreneur / a person engaged in private 

practice in accordance with the procedure established by the legislation of the Russian Federation 

(hereinafter referred to as legal entities), performing actions aimed at concluding an agreement for 

the implementation of money transfers with the Participant, including by accepting the terms of the 

Participant's offer (hereinafter referred to as the agreement with the Client). 
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Transfer Control Number (TCN) - a unique number of the Transfer, automatically 

assigned and recorded in the PC when it is sent, which is means of Transfer identification. 

Participant's Settlement Limit - amount of funds on the Participant's bank account at the 

beginning of Operational Day, used to ensure Participant's obligations in the Payment System. 

Payment System Operator (System Operator, PS Operator, Operator) - an 

organization that determines the Payment System Rules, as well as performs other duties stipulated 

by the Legislation. 

The operator of the Payment System dengi.ru is Limited Liability Company “Bank 131“ 

(INN (Taxpayer Identification Number): 1655415696, OGRN (Primary State Registration 

Number): 1191690025746, The basic license for banking operations in rubles and foreign currency 

(without the right to attract deposits from individuals) and for banking operations with precious 

metals No. 3538 dated 04/12/2019). 

Transaction day - period of time established by the Time Regulations. 

Transaction (Transactions) - procedure/procedures that ensure the execution of the 

System Services (for example, acceptance of funds to transfer / sending transfer information / 

transmission of transfer information by the Operations Center to the Participant - Recipient). 

Sender - an individual or legal entity, who orders to transfer the Funds and provides funds 

for such Transfer to the Participant - Sender. 

Partners - legal entities that have (if necessary) a license (permission) to make Funds 

Transfers in accordance with the legislation of the country of their location, making Transfers as 

clients of the Participants, in accordance with the Rules and (or) relevant agreements concluded 

with the Participants. 

Funds Transfer (Transfer) - Participant's actions within the applicable forms of cashless 

payments and under these Rules to provide the Recipient with the Sender's funds. 

Recipient - an individual or legal entity in whose favor the Transfer is made by the Sender. 

Client Service Points (Service Points) - separate and (or) internal structural subdivisions 

of the Participants, including offices of bank payment agents (subagents) that provide System 

Services to the Client. 

Transaction Register - document formed by the Operations Center in accordance with the 

Time Regulations and containing a list of transactions carried out within the System, initiated on 

the basis of the Clients' orders. 

Register of Orders - document of payment clearing positions of the Participants, taking 

into account the accepted instructions of the Participants, which are prepared by the Payment 

Clearing Center in accordance with the Time Regulations and sent to the Settlement Center for 

settlements between the Participants. 

Website - the official website of the System on the Internet, located at https://dengi.131.ru/. 
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System Network - a community of System Participants providing System Services. 

Software package dengi.ru (PC, Software) - a software package of the Operations Center 

that allows the Participants to provide a set of System Services to the Clients. 

Agreed Communication Channel - a secure communication channel in the System used 

for information exchange between the Payment System Subjects. The list of Agreed 

Communication Channels is determined in the agreements concluded between the System Operator 

and the Participant or the Payment Infrastructure Service Provider (hereinafter referred to as the 

PISP). 

Payment System Subjects (System Subjects) - System Operator, Participants, PISP. 

Tariffs - system of rates, amounts of remuneration and procedure for their payment, for 

services provided by the System Subjects to the Participant, within the framework of the latter's 

activities in the Payment System. Tariffs are an integral part of these Rules, set by the Operator and 

published on the Website. 

Cross-Border Funds Transfer - a Transfer in which the Sender or Recipient of Funds is 

located outside the Russian Federation, and (or) a Transfer in which the Sender or Recipient of 

Funds is serviced by a Participant - a foreign central (national) bank or a foreign bank. 

Cross-Border Funds Transfer transactions on the territory of the country of location of non-

resident Participant are carried out taking into account the requirements of the current legislation 

of the country of location of such Participant. 

System Services - payment services available within the System to Clients and based on 

the implementation of various options for payment services. Within the System, Clients are given 

the opportunity to transfer funds provided by: 

individuals for the purpose of: 

- cash payments to individuals without opening an account; 

- crediting to accounts of individuals in credit institutions, foreign banks, other 

financial institutions; 

- crediting to payment cards; 

- increase in the balance of electronic money; 

- crediting to the accounts of legal entities, credit institutions, foreign banks, other 

financial institutions; 

legal entities - clients of the Participants for the purpose of: 

- cash payments to individuals without opening an account; 

- crediting to accounts of individuals in credit institutions, foreign banks, other 

financial institutions; 

- crediting to payment cards of individuals; 

- increase in the balance of electronic money of individuals (if there is such an 

opportunity in the agreement of an individual with an operator of electronic funds 

(hereinafter referred to as EF); 
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- crediting to the accounts of legal entities. 

Participants of the Payment System (Participants, System Participants) - organizations 

that have acceded to the Payment System Rules to provide funds transfer services. 

Depending on the function of the Participant, Participants are respectively divided into 

Participants - Senders and Participants - Receivers. 

Participant - Sender - Participant who accepts the Sender's order to Transfer Funds to the 

Recipient or who takes part in the execution of individual's order and initiates the Transfer in the 

System. 

Participant - Recipient - Participant who pays / credits funds to the Recipient and performs 

other actions necessary to provide funds to the Recipient. 

Only direct participation is possible in the System. 

Other terms and definitions used in these Rules, texts of the agreement on participation in 

the System, other agreements and documents on the provision of the System Services are 

interpreted in accordance with the current legislation of the Russian Federation and the regulations 

of the Bank of Russia (hereinafter referred to as the Legislation). 

3. General provisions on the System Rules 

3.1. These System Rules regulate the procedure and conditions of System activity, relations 

of Participants, System Operator, Payment Infrastructure Service Providers, establish legal and 

organizational fundamentals and activity of the System, conditions and procedure to join the 

System, conditions and procedure to provide and use the System Services, as well as other 

provisions necessary for System activity. 

3.2. The System Rules are interpreted within the framework of the Legislation, including 

Federal Law No. 161-FZ “On the National Payment System” dated June 27, 2011 (hereinafter - 

Law No. 161-FZ), Federal Law No. 115-FZ "On Countering the Legalization (Laundering) of 

Proceeds from Crime and Financing of Terrorism" dated August 07, 2001 (hereinafter - Law No. 

115-FZ). 

3.3. Should the legislative changes, which provisions contradict those set forth in these Rules, 

including the Annexes, come into force, the effective legislative norms shall apply. 

3.4. The text of these Rules is published on the Website. 

4. Procedure to amend the System Rules 

4.1. A new version of the Rules is developed and approved by the System Operator as 

changes are required. Changes to the System Rules may be made by the System Operator 

unilaterally or by agreement of all parties: System Operator and Participants (hereinafter referred 

to as the parties). 

4.2. The System Operator is obliged to submit Rules amendments to the Bank of Russia not 

later than 10 (ten) days from the date of introduction of the relevant amendments. 
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4.3. The System Operator may unilaterally amend the Rules on the following conditions: 

— providing Participants and Payment Infrastructure Service Providers with the 

possibility of preliminary acquaintance with the proposed amendments and sending their opinion 

to the System Operator within the time period set by him, which cannot be less than 1 (one) month; 

— setting a deadline to amend at least 1 (one) month from the expiration date of the 

period specified in the previous paragraph of this subitem. 

4.4. The procedure to amend the System Rules by agreement of all parties: System 

Operator and Participants: 

4.4.1. System Operator places on the Website or sends to the parties via the Agreed 

Communication Channels: 

- draft of the System Rules or proposed amendments with an indication of the deadline 

when the amendments come into force; 

- information on the period when the Participants can send notifications of agreement or 

disagreement with the amendments to the System Operator and the address to collect notifications. 

4.4.2. Participants are obliged to learn the amendments and send a notification of 

agreement or disagreement with them to the System Operator at the address and within the period 

specified by the System Operator. 

4.4.3. The participant who sent a notification of disagreement with the amendments is 

obliged to provide arguments for his/her disagreement. An unreasoned refusal to accept the 

amendments is not recognized as such and it is considered that the Participant did not send a 

notification of agreement or disagreement with the amendments. 

4.4.4. Participants who have not sent notifications of agreement or disagreement with the 

amendments to the address and within the period specified by the System Operator, and who have 

performed any Transaction after the period specified by the System Operator, are recognized as 

accepting the proposed amendments to the System Rules. 

4.4.5. The System Rules are considered agreed by all System Participants if no notification 

of disagreement with the amendments has been received within the period specified by the System 

Operator. In this case, the amended Rules shall come into force from the date specified by the 

System Operator. 

4.4.6. If the System Rules are not agreed by all parties, the System Operator has the right 

to initiate a second procedure for amending the System Rules by agreement of all parties, or to 

make amendments unilaterally. 

4.5. Revisions of the System Rules, which have been terminated, are published on the 

Website in the section “System Rules Archive”. 

4.6. System Operator informs the Participants and the Payment Infrastructure Service 

Providers about amendments to the System Rules by posting information on the Website, as well 

as by sending a relevant notification to the Participant/PISP via the Agreed Communication 

Channels, indicating the procedure for the Participants and the PISP to send their opinions to the 

PS Operator. 

4.7. System Rules come into force on the date specified by the System Operator. 
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5. Payment procedure for Funds Transfer Services 

5.1. General provisions 

5.1.1. Payment procedure for Funds Transfer Services in the Payment System is uniform 

and is determined by the PS Operator. 

5.1.2. Payment for services provided by Participants to Clients: 

5.1.2.1. System services for Funds Transfer are paid by the Client, who receives this 

service under an agreement with the Participant. 

5.1.2.2. General principles of charging commission fees by Participants from Clients: 

• the commission is charged in full by the Participant servicing the Client in the Currency 

of the Funds Transfer; 

• the commission is charged in excess of the amount of the Funds Transfer at the time of 

rendering of the service; 

• no additional commission is charged from the Recipient, unless otherwise specified in 

the Tariffs; 

• commission can be expressed: 

— in a fixed amount; 

— as a percentage of the Transfer amount without the possibility to set the minimum 

amount of a fixed commission; 

• The amount of the commission may vary, including depending on: 

— Transfer amount; 

— geographical direction of the Transfer; 

— Transfer means used by the Client and forms of non-cash payments; 

— Service Point chosen by the Client; 

— use of remote banking services (RBS), payment applications, etc.; 

— method of Transfer payment to the Recipient; 

— Transfer currency; 

— presence/absence of additional services accompanying the Transfer; 

— presence/absence of Transfer intermediaries; 

— other criteria. 

5.1.2.3. System Operator also has the right to impose restrictions on the maximum and 

minimum amount of a single Transfer, maximum amount of Transfers for a certain period, 

number of Transfers for a certain period of time, methods and currencies of Transfers, etc. 

Information about restrictions being imposed is communicated to the Participants in advance 

by posting it on the Website and / or in any other accessible way, including by Agreed 

Communication Channels. 
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5.2. Payment for the services provided by the PS Operator and the PISP to the Participants. 

5.2.1. Funds Transfer Services are provided by the PS Operator and the PISP to the 

Participants on a fee basis. 

5.2.2. Transfer services provided by the SP Operator and the PISP is paid in accordance 

with the Tariffs in force on the date of the rendering of services, regardless of the actual date of 

their payment. 

5.2.3. Procedure for paying for the Payment Infrastructure Services is uniform within the 

Payment System. 

5.2.4. General principles for assessment of the commission fee for the PS Operator and the 

PISP: 

• commission is charged on the day the service is rendered; 

• commission can be expressed: 

— as a percentage of the amount of commission charged from the Client; 

— as a percentage of the Transfer amount; 

— as a fixed amount; 

• commission amount may vary, including depending on: 

— geographical direction of the Transfer; 

— Transactions performed by the Participant in relation to the Transfer; 

— Transfer means used by the Participant; 

— Transfer amounts; 

— Transfer currency; 

— need to convert funds (if the Currency of the Funds Transfer acceptance differs from 

the Currency of the Funds Transfer); 

— other criteria; 

• fee is charged (paid) in the Currency of the Funds Transfer acceptance, unless otherwise 

provided by the agreement on participation in the System concluded between the Participant and 

PS Operator; 

• rules of mathematical rounding are used when calculating commissions. 

5.3. Tariffs. 

5.3.1. Tariffs for rendering of services to Participants are set by PS Operator and are part 

of these Rules (Appendix No. 6). 

5.3.2. PS Operator does not establish separate commission rates that provide for the 

withholding of commissions from Clients. Tariffs for Clients set by the Participant are 

communicated to Clients serviced by the Participant independently, in the manner established by 

the Participant, in accordance with the Legislation. 

5.4. The procedure for payment for the services of the PISP. 

5.4.1. Procedure for paying for the Payment Infrastructure Services is uniform within the 

Payment System. 



10 

 

5.4.2. Procedures for calculating and paying commissions to the Operator/System 

Operator/PISP are carried out by PISP as part of general clearing and settlement procedures, in 

particular, commissions are included in the payment clearing position for each Participant. 

5.5. Payment for operational services. 

5.5.1. Participant pays for operational services according to the Tariffs. 

5.6. Payment for payment clearing services. 

5.6.1. Participant pays for payment clearing services in accordance with the Tariffs. 

5.7. Payment for the services of the Settlement Center. 

5.7.1. Services of the Settlement Center are paid in accordance with the terms of the 

agreement with the Settlement Center. 

5.8. System Operator sets the exchange rate used in the System when making settlements 

between System Subjects, as well as between Participants and Clients. The exchange rate is set, 

including for Funds Transfers, if the currency provided by the Sender differs from the currency of 

the funds transferred and/or paid out, as well as when performing other transactions established by 

the System Operator, which procedure and conditions involve settlements using various currencies. 

The course is fixed in the software. The exchange rate or information about the settlements in a 

currency other than the Currency of receiving the Funds Transfer is notified to the Sender by the 

Participant at the Customer Service Points, including on the displays of self-service terminals, using 

remote banking systems, payment applications, etc. 

5.9. Tariff adjustments. 

5.9.1. When making changes to the Rules that provide for the introduction of new Tariffs 

or an increase in the Tariff amount, System Operator is obliged to notify the Bank of Russia thereon 

at least 30 (thirty) calendar days before the day the changes to the Rules come into effect and 

provide a rationale for these changes. 

5.9.2. System Operator has a right to conduct various loyalty campaigns and other 

marketing activities related to the establishment of the appropriate commission amount, aimed at 

promoting System Services, stimulating Participants and Clients. 

These events may have a limited duration. System Operator has a right to cancel, change 

the conditions of ongoing promotions, as well as extend the validity of these events an unlimited 

number of times at any time. Information about ongoing promotions is communicated to the 

Participants in advance by posting it on the Website and/or in any other available way, including 

using the Agreed Communication Channels. 

6. Ensuring the uninterrupted functioning of the System, including 

risk management system 

6.1. Ensuring the uninterrupted functioning of the Payment System (hereinafter also 

referred to as the UFPS), including the risk management system, risk management measures in the 

System, risk management model in the System, risk analysis methodology,  
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interaction of the System Subjects to ensure UFPS, are established in Appendix No. 1 to the Rules. 

7. Coordination arrangements between the Payment System Operator, 

Payment Infrastructure Service Providers and System Participants 

7.1. Structure of the Payment System. 

7.1.1. Payment System Subjects are: 

- Payment System Operator; 

- Payment Infrastructure Service Providers; 

- Participants of the Payment system. 

7.1.2. Payment System dengi.ru does not coordinate with other payment systems. 

7.1.3. System Operator combines its activities as the System Operator with the activities 

of the Operations Centre, Payment Clearing Center and Settlement Centre. System Operator also 

acts as a System Participant, i.e. provides System Services to Clients. 

7.1.4. There may be several Settlement Centers in the Payment System. 

7.1.5. The following organizations can become Payment System Participants, if they join 

the Payment System Rules in the manner prescribed by the Payment System Rules: 

- funds transfer operators (including electronic funds operators); 

- international financial organizations; 

- foreign central (national) banks; 

- foreign banks. 

7.1.6. Coordination between the Payment System Subjects is carried out within the 

framework of their rights and obligations established by the current Legislation, these Rules and 

agreements (if any) concluded between the said subjects. 

7.1.7. System Operator, Payment Infrastructure Service Providers, Participants are obliged 

to: 

- guarantee banking secrecy in accordance with the legislation on banks and banking 

activities; 

- ensure protection of information about the means and methods of ensuring 

information security, personal data and other information subject to mandatory 

protection in accordance with the Legislation, according to the requirements for the 

protection of this information established by the Legislation and regulatory legal 

documents of the Russian Federation; 

- ensure protection of information by funds transfers in accordance with the 

requirements established by the Bank of Russia in  
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agreement with the Federal Security Service of the Russian Federation (FSB) and 

the Federal Service for Technical and Export Control (FSTEC). 

7.1.8. Obligations of the Payment System Subjects regarding personal data of the Clients 

and/or their representatives. 

- Each Participant is the operator of the Clients' personal data. System Operator, 

Operations Center and Payment Clearing Center process personal data of the Clients 

on the basis of the Participant's instruction. Settlement Center is not the operator of 

the Clients' personal data. 

- Participant collects and processes necessary personal data of the Clients in 

accordance with Appendix No. 5 to these Rules. 

- In order to fulfill the order of the Clients and/or their representatives to make a 

Transfer, as well as to provide other System Services to the Client, the Participant 

provides the Operations Center with information about the Transfer and instructs the 

Operations Center to process the personal data of the Clients and/or their 

representatives. 

- When processing personal data and information about the Transfer, the Payment 

System Subjects should be guided by the requirements for the protection of personal 

data and information about the transfer established by the Legislation and these 

Rules. 

- Transfer of Clients’ personal data to third parties without the consent of the subject 

of personal data is possible to verify information about Clients and / or their 

representatives, provided that the agreement on such verification contains a 

condition on the right of the Operations Center to transfer Clients’ personal data, as 

well as in other cases, provided by the Legislation. 

7.2. Functions of the Payment System Subjects. 

7.2.1. Activities of the System Operator. 

7.2.1.1. System Operator is obliged to: 

• determine the Payment System Rules, organize and monitor their observance by the 

Participants and the PISP; 

• engage PISP (except for cases where the functions of the System Operator are 

combined with PISP functions) that comply with the requirements of Law No. 161-FZ 

and are located within the Russian Federation, ensure control over the rendering of 

payment infrastructure services (PIS) to Participants and maintain the PISP List; 

• organize the risk management system in the Payment System in accordance with the 

Legislation, assess and manage risks in the Payment System, ensure the uninterrupted 

functioning of the Payment System in accordance with the procedure established by the 

Bank of Russia; 

• ensure the possibility of pre-trial settlement of disputes with the Participants and PISP 

in accordance with these Rules; 

• provide organizations intending to participate in the Payment System with the System 

Rules for preliminary review without fee, except for the costs of making copies of the 

Rules; 
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• place System Rules in open access on the Website, including Tariffs, except for the 

requirements for information protection and information, which access is restricted in 

accordance with the Legislation; 

• timely inform the Participants about changes in these Rules in accordance with the 

procedure established by these Rules; 

• in case of suspension (termination) of rendering of PIS, immediately send to the Bank 

of Russia a notice of suspension (termination) of rendering of Payment Infrastructure 

Services on the day of suspension (termination) using a communication channel, 

information about which was communicated to the System Operator by the Bank of 

Russia. System Operator is obliged to inform the Bank of Russia about the cases and 

reasons for the suspension (termination) of rendering of PIS within 2 (two) business 

days from the date of suspension (termination) of rendering of PIS by sending a 

message on paper or an electronic message equipped with an authentication code; 

• promptly inform Participants about the cases and reasons for the suspension 

(termination) of rendering of PIS on the day of such suspension (termination) by 

posting information on the Website, as well as by sending a notification to Participant 

via the Agreed Communication Channel; 

• carry out its activities in accordance with the requirements of the Legislation and these 

Rules; 

• have other obligations expressly provided for by these Rules. 

7.2.1.2. System Operator has a right to: 

• unilaterally amend these Rules in accordance with the requirements of the 

Legislation and the procedure provided for by these Rules; 

• refuse to join the System to a new Participant if it does not meet the participation 

criteria; 

• decide on the beginning or termination of participation of individual Participants in 

the Payment System in accordance with these Rules; 

• set Tariffs and unilaterally amend them in accordance with these Rules; 

• unilaterally amend agreements on participation in the Payment System dengi.ru; 

• post information about the Participant and the PISP, including its trade name, service 

mark (trademark) and other means of individualization on the Website and in 

Service Points, RBS, payment applications, etc., without paying additional fee; 

• fully or partially suspend the Participants' access to the Payment System in the cases 

and in the manner provided for by these Rules; 

• consider claims of the Participants' Clients for actions (inaction) of the Participants 

in rendering of the System Services by the Participants; apply sanctions to the 

Participants provided for by these Rules and the Legislation; 

• take part in the consideration of disputes between the Participants; 

• make decisions on improper rendering of the System Services by the Participant to 

the Client; 
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• establish and change the requirements for the protection of information in the course 

of Transfer (including an electronic funds transfer); 

• request and receive information from Participants and PISP regarding the services 

they provide; 

• establish Tariffs with a limited validity period for the purpose of advertising 

campaigns, promotional events, special promotions and increasing loyalty to the 

System; 

• organize and conduct loyalty programs and incentive events for the Clients using the 

System Services; 

• involve third parties for rendering of information technology services, as well as 

other types of services, directly or indirectly related to the performance of the 

functions by the System Operator assigned to it by these Rules, without additional 

agreement with the System Participants; 

• establish requirements for Service Points; 

• use other rights provided for by the Legislation and these Rules. 

7.2.2. Activities of the Settlement Center. 

7.2.2.1. Settlement Center operates in accordance with these Rules and on the basis of bank 

account agreements concluded with Participants, as well as an agreement concluded with the 

System Operator, if a Settlement Center that is not a System Operator is involved. 

7.2.2.2. Settlement Center executes the Participants' instructions received from the 

Payment Clearing Center by debiting and crediting funds from the Participants' bank accounts and 

sends confirmations regarding the execution of the Participants' orders to the Participants. 

7.2.2.3. Settlement Center carries out its activities in accordance with the Time 

Regulations. 

7.2.2.4. Settlement Center provides Operations Center with data on funds balances on the 

Participants' bank accounts in order to control risks of non-fulfillment (improper fulfillment) of 

Participants’ obligations by them under the Funds Transfer. 

Data on funds balances on the Participants' bank accounts are provided by Settlement Center 

during the current business day after Settlement Center executes payment orders of the Participants 

that are not related to their activities within the Payment System (if any). 

7.2.2.5. Settlement Center is obliged not to disclose information about transactions and 

bank accounts of the Participants and their Clients (if any) to third parties, received during the 

settlement services, except for information transfer within the Payment System, as well as cases 

provided for by the Legislation. 

7.2.2.6. Settlement Center has a right to combine the activities of Settlement Center with 

the activities of Participant. 

7.2.2.7. Settlement Center, which combines its activities with the activities of Participant, 

carries out this activity on the basis of an agreement for participation in the System, except for the 

case when PS Operator combines the activities of Settlement Center and Participant (in this case, 

an agreement for participation in the System is not executed). 
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7.2.2.8. Settlement Center that combines its activities with the activities of Participant, in 

order to make settlements in the Payment System as a Participant, is not obliged to open accounts 

with Settlement Center of the Payment System, including in the involved Settlement Center, which 

is not PS Operator. 

7.2.2.9. After completion of integration with PC as a Settlement Center, Settlement Center 

signs an act of completion of work on PC integration with System Operator. 

7.2.3. Activities of Operations Center. 

7.2.3.1. Operations Center carries out its activities in accordance with these Rules. 

7.2.3.2. Operations Center ensures the exchange of electronic messages between 

Participants, between Participants and their Clients (if provided), Payment Clearing Center, 

Settlement Center, between Payment Clearing Center and Settlement Center. 

7.2.3.3. Operations Center is obliged not to disclose (not the PS Subjects) information 

about transactions and bank accounts of the Participants and their Clients (if any) to third parties, 

obtained in the course of rendering operational services, except for information transfer within the 

Payment System, as well as cases provided for by the Legislation. 

7.2.3.4. Operations Center performs the following functions: 

• ensures development and maintenance of software for functioning of the Payment 

System and determines procedure for use and connection of such software by the 

Participants; 

• determines requirements for equipment and technological solutions used by the 

Participants; 

• register Participants in the PC; 

• provides Participants and their Clients with the opportunity to work in the System 

and access to Software in order to perform Transactions in the System; 

• checks compliance of Participants' and their Clients' orders with the established 

requirements, as well as Participant's Settlement Limit; 

• generates Transaction Register on the basis of received orders of Clients and orders 

of Participants; 

• sends Transaction Register to the Payment Clearing Center in accordance with 

Temporary regulation. 

7.2.4. Activities of the Payment Clearing Center. 

7.2.4.1. Payment Clearing Center operates in accordance with these Rules. 

7.2.4.2. Payment Clearing Center performs the following functions: 

• performs the procedures to accept for bringing the Participants' orders into effect, 

including checking the compliance of the Participants' orders with the established 

requirements, determining of funds sufficiency for the execution of the Participants' 

orders and determining payment clearing positions on a gross basis; 

• forms and sends the accepted orders of the Participants in the form of the Register 

of Instructions, based on the results of the payment clearing, to the Settlement 
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Center for execution on behalf of the Participants, to execute settlements on the 

Participants' accounts; 

• sends notifications (confirmations) to the Participants regarding the acceptance for 

bringing the Participants' orders into effect in the form of Transactions Register. 

• provides the Participants with notices (confirmations) regarding the execution of the 

Participants' orders in the form of Transactions Register. 

7.2.4.3. Payment Clearing Center is obliged not to disclose information on transactions 

and bank accounts of the Participants and their Clients (if any) to third parties (not PS Subjects), 

received in the course of rendering of clearing services to the Participants, except for information 

transfer within the Payment System, as well as cases, provided by the Legislation. 

7.2.5. Member activities. 

7.2.5.1. Participant is obliged: 

• Perform System Services in accordance with these Rules, the Legislation, the 

legislation of the country of its location and the legislation of the country where 

System Services are provided. 

• Open bank accounts in a Settlement Center to make settlements for System Services. 

• Carry out informational relations with Operations Center. 

• send information, documents, reports in the forms established by the Operator, 

originals or duly certified copies of documents confirming the implementation of 

the Operations by the Clients and/or the consent of the Clients to the processing of 

their personal data at the written request of System Operator, received via the Agreed 

Communication Channel, as well as contact with Sender / Recipient of the Transfer 

to receive additional information and/or Sender’s / Recipient’s copies of documents. 

7.2.5.2. Participants are obliged to provide the System Operator with information about 

their activities within the Payment System not later than three business days from the date of receipt 

of the request via the Agreed Communication Channels, including, but not limited to: financial 

documentation (including publicly placed), reporting forms of the Bank of Russia of the credit 

institution, internal regulatory documentation, including documentation on ensuring the continuity 

and activities recovery, etc. 

7.2.5.3. Participants - funds transfer operators, created and operating in accordance with 

the Legislation, are entitled to attract Banking Payment Agents (hereinafter also referred to as BPA) 

on the basis of agreements: 

• to accept cash from the Client and (or) advance cash to the Client; 

• in order to carry out identification of the Client-individual in accordance with the 

requirements of the Legislation On Countering the Legalization (Laundering) of 

Proceeds from Crime and Financing of Terrorism. 

Banking Payment Agents, which is a legal entity, has a right to involve a bank payment 

subagent in the manner prescribed by the Legislation, with the consent of the Participant: 
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• to accept cash from the Client and (or) advance cash to the Client. 

7.2.5.4. Participants independently determine the location and number of their Service 

Points, provide information for their registration in the System in the manner specified by these 

Rules. 

7.3. Scheme of contractual relations between the Payment System Subjects. 

7.3.1. In order to join the Rules and render System Services, the Participant enters into an 

agreement for participation in the System with the Operator, which also contains conditions to 

receive services of the Operational and Payment Clearing Centers in accordance with these 

Rules, since the Operator performs their functions, as well as an agreement to open a bank 

account of the Participant in a Settlement Center; 

7.3.2. Concerning combination of PS Operator’s activities with the activities of 

Operational Center, Payment Clearing Center, separate agreements between Operational 

Center, Payment Clearing Center and System Participants are not concluded. Legal relations 

between Operational Center, Payment Clearing Center and System Participants are governed 

by the provisions of these System Rules, that were joined by System Participant in accordance 

with the provisions of these Rules. 

7.3.3. If System Operator engages a third-party Settlement Center, relations between 

Settlement Center, System Operator, other PISP are carried out on the basis of an agreement 

concluded between PS Operator and Settlement Center. 

7.3.4. Participants and PISP are not entitled to take any actions aimed at partial or complete 

transfer of their rights and obligations in accordance with these Rules and agreements 

concluded with PS Operator without the prior written consent of System Operator. 

7.3.5. The contractual relationship between the Participant and the Client is governed by 

the agreement concluded between the Participant and his Client. The agreement between the 

Participant and the Client should not contradict the Rules. The Participant has a right to 

establish the methods of rendering the System Services in the agreement with the Client, 

including with BPA involvement, supplier of the payment application, etc., in compliance with 

the requirements of the Legislation. 

7.4. Procedure to engage Payment Infrastructure Service Providers. 

7.4.1. General provisions: 

7.4.1.1. System Operator has a right to engage PISP to provide services to the Participants. 

7.4.1.2. The requirements for PISP are defined in these Rules. 

7.4.1.3. The requirements for PISP are objective and provide equal access to Payment 

System. 

7.4.1.4. PISP are obliged to provide System Operator with information about their activities 

in terms of PIS rendering in accordance with these Rules not later than three business days from 

the date of receipt of the request of the System Operator via the Agreed Channels, and PISP 

are obliged to provide System Operator information about their activities within the Payment 

System not later than three business days from the date of receipt of the request via the Agreed 
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Communication Channels, including, but not limited to: financial documentation (including 

publicly placed), reporting forms of the Bank of Russia of the credit institution (if PISP is a 

credit institution), internal regulatory documentation, including documentation to ensure the 

continuity and activities recovery, etc. 

7.4.1.5. PISP are responsible for compliance with these Rules, including procedure to 

ensure the uninterrupted operation of the Payment System dengi.ru, if PISP are active / 

inactive, entailing the occurrence (increase) of risks of UFPS violation and (or) other 

significant risks for System Subjects, System Operator has a right to terminate the agreement 

with PISP (if any) and / or terminate the ability of PISP to render PIS in the System. 

7.4.1.6. PISP is not entitled to unilaterally suspend (terminate) payment infrastructure 

services to System Participants. 

7.4.2. Procedure to involve Settlement Center. 

7.4.2.1. System Operator performs functions of Settlement Center. Several Settlement 

Centers may participate in Payment System. 

7.4.2.2. System Operator reserves the right to make a decision on the need to involve 

organizations - PISP, namely Settlement Centers, to perform certain functions on a contractual 

basis. 

7.4.2.3. In order to involve Settlement Centers, System Operator: 

• analyzes credit institutions in terms of their compliance with the requirements, their 

performance of the functions of Settlement Center, selects them; 

• enters into an appropriate agreement with credit institutions selected to perform the 

functions of Settlement Center, implements the necessary technical integration. 

7.4.2.4. If System Operator engages another Settlement Center, the procedure for its 

involvement is determined by this section. 

7.4.2.5. The organization involved in the activities of Settlement Center should meet the 

following requirements: 

• Only a credit institution established in accordance with the Legislation of the 

Russian Federation should act as a settlement center; 

• a credit institution engaged as a Settlement Center should make settlements on the 

accounts of respondent credit institutions and foreign banks for at least 2 (two) years; 

• a credit institution engaged as a Settlement Center should have technological 

capability to connect to the System and PC; 

• a credit institution engaged as a Settlement Center should be financially stable (no 

cases of violation of mandatory ratios and financial indicators during the previous 

12 months); 

• technological support of the credit institution involved as a Settlement Center should 

ensure the protection of information by funds transfers in accordance with the 

requirements,  
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established by the legislation and regulations of the Bank of Russia for PISP, as well 

as in accordance with these Rules (including the Appendix No. 2). 

• a credit institution involved as a Settlement Center ensures banking secrecy, 

protection of information on the means and methods of ensuring information 

security and personal data of clients in accordance with the Legislation; 

• a credit institution involved as a Settlement Center complies with the requirements 

of the Legislation On Countering the Legalization (Laundering) of Proceeds from 

Crime and Financing of Terrorism; 

• a credit institution engaged as a Settlement Center is not entitled to unilaterally 

suspend (terminate) rendering of payment infrastructure services to System 

Participants. 

7.4.3. The procedure for involving Operational Center and Payment Clearing Center. 

7.4.3.1. Payment System provides for 1 (one) Operational Center and 1 (one) Payment 

Clearing Center, which functions are performed by System Operator. 

7.4.3.2. Operational Center and the Payment Clearing Center should have technological 

ability to connect to the System and PC, technological support of Operations Center and 

Payment Clearing Center should ensure protection of information by funds transfers in 

accordance with the requirements established by the legislation and regulations of the Bank of 

Russia for PISP, as well as in accordance with these Rules (including Appendix No. 2), and 

have financial stability (no cases of violation of mandatory ratios and financial indicators 

during the previous 12 months). 

7.4.3.3. Operational Center and Payment Clearing Center are not entitled to unilaterally 

suspend (terminate) rendering of payment infrastructure services to System Participants. 

7.5. Procedure for keeping the List of Payment Infrastructure Service Providers. 

7.5.1. System Operator keeps PISP List. 

7.5.2. PISP List includes, among other things, the following information: 

• PISP name; 

• direction of PISP activity within the Payment System; 

• PISP location; 

• PISP contact phone number, address of the official website on the Internet. 

7.5.3. In case of involving new PISP, termination of contracts with involved PISP, System 

Operator sends the updated PISP List to the Bank of Russia within 10 (ten) days from the moment 

the relevant changes are made. 
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7.6. Participation in the Payment System. 

7.6.1. Payment System provides only a direct form of participation in the Payment System. 

7.7. Participation criteria. 

7.7.1. Criteria for direct participation in the Payment System are: 

- successful completion of checking procedures of Settlement Center by the Participants 

for compliance with internal rules and policies for opening accounts, including checks 

on countering the legalization (laundering) of proceeds from crime and financing of 

terrorism; 

- availability of a bank account (accounts) in System Settlement Center; 

- compliance with the requirements specified in clause 7.7.2. of these Rules; 

- availability of an agreement for participation in the System concluded with System 

Operator; 

- possibility of direct participation in the System, in accordance with the Legislation and 

the legislation of the country where the Participant is located; 

- compliance with these Rules, agreement for participation in the System and other 

documents of System Operator that establish the rights and obligations of System 

Subjects, including within UFPS, including risk management system in the System. 

7.7.2. To conclude an Agreement on participation in the Payment System, a potential 

Participant of the Payment System should meet the following requirements: 

• availability of necessary licenses (permits) to carry out activities for funds transfer in 

accordance with the requirements of the legislation of jurisdiction country of the Participant; 

• compliance with the Bank of Russia's mandatory ratios (for Russian credit institutions); 

• possibility of opening an account and concluding a bank account agreement between 

Settlement Center and Participant; 

• availability of technical possibility to integrate into Payment system; 

• ensuring protection of information, including protection of personal data in the 

Participant's network and when working in Payment System; 

• willingness of the Participant to provide System Operator with periodic reporting on 

work in the System, including information on risks and information security; 

• Participant’s fulfillment of the requirements for countering the laundering of proceeds 

from crime and financing of terrorism established by the Legislation, the legislation of the country 

of registration of the Participant and/or the country where System Services are provided; 

• obligatory implementation of measures to counter Funds Transfers without Client’s 

consent in accordance with the requirements of these Rules. 

7.7.3. Procedure for joining the Participants to the Payment system. 
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7.7.3.1. An organization wishing to become a Participant (hereinafter referred to as the 

Applicant) should join to these Rules by accepting them as a whole. Joining to System Rules is 

executed on the basis of relevant agreement concluded between Participant and PS Operator. 

7.7.3.2. Prior to conclude an agreement for participation in the System, the Applicant 

should submit a package of documents to the System Operator confirming the Applicant's 

compliance with participation criteria and requirements for Participant established by these Rules. 

7.7.3.3. All documents are provided by the Applicant to System Operator in hard copy in 

originals or copies (notarized or certified by Participant) in accordance with agreement on 

participation in the System. 

7.7.3.4. System Operator sends the Applicant an agreement on participation in the System 

to sign within 5 (five) working days after receipt of a documents package that meet the requirements 

of System Operator. 

7.7.3.5. After the parties conclude an agreement on participation in Payment System, 

System Operator assigns to the Participant a code in Payment System, which consists of three 

numbers generated by a special software algorithm. Since the System only provides for direct 

participation, assigning a code to the Participant means determining the type of participation - 

“direct participation”. 

7.7.3.6. After the parties conclude an agreement on participation in Payment System, the 

Participant submits the necessary documents the Settlement Center to conclude an agreement on 

opening a bank account of the Participant; 

7.7.3.7. Settlement Center shall open an appropriate account for the Participant on the basis 

of an agreement signed with the Participant on opening a bank account not later than the next 

business day and notify Operations Center thereof. 

7.7.3.8. Operations Center registers the Participant in the Payment System and notifies the 

Participant via the Agreed Communication Channels of joining the Payment System not later than 

the next working day and reports code number assigned to him. 

7.7.4. Criteria for suspension of participation. 

7.7.4.1. Suspension of participation in the Payment System means temporary blocking of 

the Participant's ability to render System Services within the Payment System. 

7.7.4.2. Participation is suspended at the initiative of the Participant or System Operator. 

7.7.4.3. If participation is suspended at the initiative of the Participant, the Participant sends 

an application (in any form) to System Operator via the Agreed Communication Channels. 

7.7.4.4. If participation is suspended at the initiative of the Operator, System Operator 

sends a notification (in any form) to the Participant via the Agreed Communication Channels. 

7.7.4.5. Participation in the Payment System may be suspended on the following grounds 

and criteria: 

• at the Participant's initiative: 

  



22 

 

- if the Participant cannot provide services in accordance with these Rules for 

technical reasons from the date specified in the Participant's application sent via the Agreed 

Communication Channel, but not earlier than the date of receipt by PS Operator of such an 

application. Participation of such a Participant is resumed in the Payment System from the moment 

System Operator receives notification of the Participant about resumption of participation and PS 

Operator checks termination of suspension grounds of Participation; 

- on other grounds arising from the Participant; 

• at the initiative of System Operator in case of: 

- non-compliance with these Rules by the Participant, unless otherwise provided by 

the termination criteria; 

- if System Operator reasonably believes that continuation of rendering of services 

by the Participant may be contrary to the current legislation and (or) the legislation of the country 

of registration and location of the Participant; 

- occurrence of technical malfunctions that prevent continuation of rendering of 

services by the Participant; 

- causing losses to System Operator until the Participant reimburse them in full; 

- insufficiency of funds on the Participant's bank account in Settlement Centre; 

- Participant's refusal to provide or provide incomplete information about his/her 

activities to System Operator or other information at the request of System Operator; 

- announcement by the Participant of its reorganization, until the Participant provides 

all the necessary documents confirming the compliance of the legal entity formed as a result of 

reorganization with all the criteria for participation in the System; 

- blocking of the Participant's accounts by state and/or supervisory authorities. 

7.7.4.6. Suspension is carried out for the period until the grounds for such suspension cease, 

including until the Participant eliminates identified violations, provides them with information, 

fulfills the participation criteria, but not more than 6 (six) months. 

7.7.4.7. Suspension of participation of the Participant in the Payment System does not 

release him/her from the fulfillment of obligations, including financial ones, to the Subjects of the 

Payment System. 

7.7.5. Termination Criteria. 

7.7.5.1. Participation is terminated at the initiative of the Participant or System Operator. 

7.7.5.2. If participation is terminated at the initiative of the Participant, the Participant 

sends a notification (in any form) to System Operator about withdrawal from the Payment System, 

indicating the date of termination of the agreement on participation in the System. 

  



23 

 

7.7.5.3. If participation is terminated at the initiative of the System Operator, System 

Operator sends the Participant a notice of termination of participation in the Payment System (in 

any form) indicating the date of termination of the agreement on participation in the System. 

7.7.5.4. Participation in the Payment System may be terminated on the following grounds 

and criteria: 

• at the Participant's initiative: 

- if it is impossible to render System Services in accordance with these Rules; 

- if the Participant wishes to terminate participation in the Payment System; 

- when closing the Participant's bank account with Settlement Centre. 

• at the initiative of System Operator: 

- if the Participant fails to eliminate the identified violations of System Rules, provide 

information, fulfill participation criteria and/or requirements of System Operator within the period 

specified in the notice of suspension of participation in the System sent by System Operator; 

- if it is impossible to render System Services in accordance with these Rules; 

- identification by System Operator of non-compliance by the Participant with the 

requirements established in clause 7.7.2. of these Rules; 

- in case of violation of these Rules by the Participant, provided that the Participant 

has not eliminated such violations within 30 (thirty) calendar days after receiving a written reasoned 

notification of such violation from System Operator; 

- non-compliance with the criteria for participation of the Participant in the System, 

entailing the emergence (increase) of the risks of UFPS violation and (or) other significant risks for 

System Subjects, violation of the Procedure for ensuring the uninterrupted operation of the Payment 

system dengi.ru by the Participant; 

- in case of non-observance by the Participant of these Rules or violation by the 

Participant of the requirements for countering the legalization (laundering) of proceeds from crime 

and financing of terrorism established by the current legislation, and (or) Participant's refusal to 

comply with the order to eliminate the violation, and if a similar violation occurs again for the last 

12 (twelve) months; 

- if the Participant takes any actions aimed at partial or complete transfer of its rights 

and obligations to third parties in accordance with these Rules, without the prior written consent of 

the System Operator; 

- revocation or suspension of the license (permit) for funds transfer activities, or 

introduction of significant restrictions on the Participant to carry out certain banking/financial 

operations; 
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- in case of termination of the Payment System activity within the Russian Federation. 

7.7.5.5. Notifications and statements sent in accordance with this section should be made 

in writing, signed by persons who have the right to sign the relevant documents on the basis of the 

Charter, power of attorney or other document confirming their authority, and sealed with an imprint 

of the organization sending the notification (if any) with attachment of documents confirming the 

authority, if such documents have not been provided earlier. Properly executed notices and 

statements shall be sent via the Agreed Communication Channels. 

7.7.5.6. System Operator notifies Settlement Center in writing of the termination of 

participation in the Payment System of this Participant and absence of financial obligations to all 

Subjects of the Payment System. 

7.7.5.7. Based on notification from System Operator, Settlement Center closes the 

Participant's bank account opened for the purpose of participation in PS in accordance with internal 

banking rules. 

7.7.5.8. Participant removes letterings, signs and other materials provided by System 

Operator and / or self-made materials containing the Payment System name within 2 (two) working 

days from the date of termination of participation and ceases to inform Clients about rendering of 

services to them via the Payment System. 

7.8. Payment System Partners. 

7.8.1. Participant has a right to involve System Partners for Transfers. 

7.8.2. Partners make Transfers as clients of Participants in accordance with these Rules and 

concluded agreements. 

7.8.3. To conclude an agreement with the Participant, the Partner provides a package of 

documents requested by the Participant. 

7.8.4. The agreement between the Participant and the Partner is concluded by signing by 

the parties of a bilateral document on paper. The agreement will be considered concluded from the 

date of signing the document by both parties. 

7.8.5. The agreements to be concluded determine the procedure for relations between 

Participants and Partners. If a particular provision is not stipulated by such agreements, the Partners 

are guided by the Payment System Rules used by the Participants in appropriate cases. 

7.8.6. The agreements (if it is impossible to be guided by the Payment System Rules) 

prescribe the individual amounts and procedure for paying commission due to the Participant and 

the Partner, conditions for settlements and procedure for electronic document management, 

specifics of sending / paying Funds Transfers to / from the Partner's clients, including restrictions 

of the Partner by Funds Transfers amounts, if any, Currency of Funds Transfers by the Partner and 

other specifics of the relationship, if necessary. 
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7.8.7. Occurence of finality, procedure and conditions for cancellation of Funds Transfers 

sent for payment to the Recipient by the Partner have the following features: 

• finality of the Funds Transfer occurs at the moment the funds are credited to the 

account of the Participant, whose client is the Partner; 

• the possibility or impossibility to refund the Transfer is determined by the Partner 

on the basis of System Operator's request received from the Participant who referred the Partner. 

Upon receipt of information from the Participant who referred the Partner about the impossibility 

of returning the Transfer, System Operator shall immediately notify other Transfer Participants of 

this fact via the Agreed Communication Channels. 

7.8.8. The existing features of sending/paying out or refunding Funds Transfers in favor of 

Partners’ clients, based, among other things, on the provisions of the legislation of the Partner’s 

location country, System Operator brings to the attention of the Participants participating in the 

Transfer via the Agreed Communication Channels, based on details and information received from 

the Participant who involved the Partner. Specified features are brought to the attention of the 

Participants’ Clients by the Participants of the System independently. System Operator has a right 

to post the details of sending / paying out or returning Funds Transfers in favor of Partners' clients 

on the Website. 

7.8.9. From the moment of termination of the Participant's participation in the Payment 

System, the activity of his/her Partners within the Payment System is also terminated. 

7.8.10. Obligations of the Partners are taken into account in the payment clearing position 

of the Participant who the Partner has concluded the relevant agreement with. 

8. Procedure for pre-trial dispute resolution 

8.1. Pre-trial resolution of disputes between the Participants, the Operator and the 

Participants. 

8.1.1. Pre-trial resolution of disputes between the Operator and the Participants, as well as 

between the Participants, takes place through negotiations with the mandatory involvement of PS 

Operator, including by exchanging letters, electronic messages, holding working meetings and 

conferences, as well as by performing other actions to resolve the dispute. 

8.1.2. If the parties of the dispute reach agreements on pre-trial settlement of the dispute, 

the parties fix such an agreement in writing by concluding relevant agreements, exchanging letters, 

signing protocols, or in other ways that allow confirming that the parties have reached agreements 

on resolving the dispute in pre-trial order. 

8.1.3. If the parties of the dispute fail to reach an agreement on pre-trial settlement of the 

dispute within 30 (thirty) days from the date the party of the dispute sends the other party of the 

dispute a statement of the dispute, any of the parties of the dispute has a right to apply to the court 

in accordance with the provisions of these Rules. 

8.2. Pre-trial resolution of disputes between the Operator and involved Payment 

Infrastructure Service Providers. 

  



26 

 

8.2.1. Pre-trial resolution of disputes between the Operator and involved PISPs occurs 

through negotiations, including by exchanging letters, electronic messages, holding working 

meetings and conferences, by performing other actions to resolve the dispute, as well as in 

accordance with the terms of the agreements concluded by PS Operator with involved PISPs. 

8.2.2. If the parties of the dispute fail to reach an agreement on pre-trial settlement of the 

dispute within 30 (thirty) days from the date the party of the dispute sends the other party of the 

dispute a statement of the dispute, any of the parties of the dispute has a right to apply to the court 

in accordance with the provisions of these Rules. 

8.3. Pre-trial resolution of disputes between involved Payment Infrastructure Service 

Providers and Participants. 

8.3.1. Pre-trial resolution of disputes between the involved PISPs and the Participants takes 

place in accordance with the terms of the agreements concluded by the Participants with the 

involved PISPs (if any). 

8.3.2. If the parties of the dispute fail to reach an agreement on pre-trial settlement of the 

dispute within 30 (thirty) days from the date the party of the dispute sends the other party of the 

dispute a statement of the dispute, any of the parties of the dispute has a right to apply to the court 

in accordance with the provisions of these Rules. 

8.4. Jurisdiction 

8.4.1. All disputes, disagreements or claims between the Participants, the System Operator 

and the Participants, the System Operator and PISP, PISP and the Participants, if an agreement is 

not reached in the pre-trial procedure, shall be resolved in the Arbitration Court of the Republic of 

Tatarstan. On the basis of an additional agreement among themselves, the Payment System Subjects 

specified in this paragraph may submit the dispute to arbitration. 

9. Procedure for coordination by conducting transactions in the Payment 

system 

9.1. List of rendered and received System Services: 

System Services rendered by the Participants to their Clients – funds transfers on behalf of 

and in favor of individuals or legal entities. 

9.2. General provisions for rendering and receipt of System Services. 

9.2.1. When rendering System Services, the Participants act on their own behalf and in their 

own commercial interests, and are independently responsible to the Senders for the fulfillment of 

obligations. 

9.2.2. Participants are independently responsible for compliance with the requirements of 

the applicable Legislation and the legislation of Participant's jurisdiction, including on legislation 

legalization (laundering) of proceeds from crime and financing of terrorism; on cash and non-cash 

payments; on the protection of personal data; currency legislation. 

9.2.3. Operational (working) time during which the Participants serve the Senders and 

Recipients is set by them independently. 
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9.2.4. Information about the Participants in the context of countries and localities where 

the System Services are available is posted on the Website. 

9.2.5. Participants carry out activities to promote their services within the System in 

accordance with the provisions of these Rules. 

9.2.6. If it is necessary to entrust each other with the identification of a client - an individual 

for the purpose of transfer, System Operator and the Participants - residents of the Russian 

Federation enter into separate agreements. 

9.3. System Service Rules. 

9.3.1. General Rules of the System Services: 

9.3.1.1. These rules apply to the Participants included in the System Network. 

9.3.1.2. Participants who have concluded agreements with the Payment Agent ensure 

compliance with these Rules and the Legislation by the said Payment Agent when they conduct 

Transactions via the System. 

9.3.1.3. Participant performs those Transactions and uses those methods of receiving 

(transfer, debit, credit) funds that are specified in the agreement for participation in the System. 

System Operator, acting as a Participant, has a right to provide any System Services by any 

available means. 

9.3.2. Participant and its subdivisions (including Participant's Payment Agent), which the 

powers to perform Transactions are delegated to, are registered by System Operator on the basis of 

the relevant application of the Participant sent to System Operator via the Agreed Communication 

Channel. 

9.3.3. Connection and start of work of the Participant in the System. 

9.3.3.1. General conditions to connect the Participant: 

To connect to the System, the Participant should meet the following conditions: 

■ Participant is registered in the System; 

■ technical and technological conditions to conduct Transactions have been met; 

■ an act of connection to the System was signed; 

■ replenishment of the Participant's accounts in Settlement Center.
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9.3.3.2. Connection of the Participant to the System is carried out within 3 (three) business 

days from the date of compliance with all connection conditions or on another date agreed between 

the Participant and System Operator. 

9.3.3.3. Connection of new Service Points takes place in the same order as the connection 

of the Participant to the System. PS Operator has a right to refuse to connect individual Service 

Points, as well as suspend operation of individual Service Points, with the relevant notice sent to 

the Participant via the Agreed Communication Channels. Service Points are connected by System 

Operator on the basis of the Participant's application received by the latter. 

9.3.4. Disabling / enabling / changing the operation parameters of Service Points. 

9.3.4.1. Operation parameters of the Service Points are disabled, enabled, changed by PS 

Operator on the basis of the relevant application of the Participant received by PS Operator via the 

Agreed Communication Channel. 

9.3.5. Coordination procedure on the promotion of their services within the System. 

9.3.5.1. System Operator has a right to carry out promotional activities to promote and 

develop the brand dengi.ru. 

9.3.5.2. From the moment the Participant starts working in the System, the Operator 

undertakes to: 

- provide the Participant with the requirements for registration of Service Points and 

placement of information on participation in the System on the Participant's website on the Internet; 

- ensure the placement of information about joining of the Participant to the System on 

the Website. 

9.3.5.3. Member of the System, within 10 (Ten) working days from the moment of 

starting work in the System, undertakes to: 

- ensure registration of the Service Points and placement of information on participation 

in the System on the Participant's website on the Internet in accordance with the requirements of 

PS Operator. 

- follow the requirements and recommendations of System Operator, when placing 

advertising and information products. 

9.3.5.4. Member of the System has a right to: 

- prepare his/her own textual, audio, visual and visual-audio information using the 

service mark dengi.ru for placement in the media and other advertising media, subject to prior 

written agreement with PS Operator (except for the case when System Operator acts as a 

Participant); 

- include information about his/her services within the System in advertising and 

information materials. 

9.3.5.5. System Participant grants the right to System Operator to post information about 

the Participant as a System Participant, including his/her trade name, service mark, on the Website, 

refer to it in the media and other sources, without obtaining additional permissions from the 

Participant and paying the latter a separate remuneration. 
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Trademark dengi.ru is the property of the System Operator. When using it, any 

amendments directly to the trademark are unacceptable. 

9.4. Transactions of the System. 

9.4.1. Rendering and use of the System Services is implemented by performing 

Transactions. The System provides for the following types of Transactions: 

■ Acceptance, processing and sending of new Transfers. 

■ Registration, formation and sending of a request for return (cancellation) of the 

Transfer, return of the Transfer. 

■ Receipt, registration and advance (crediting) of incoming and returned Transfers. 

9.4.2. Composition and format of the information necessary for implementation of 

Transactions is determined by System Operator and controlled by PC. 

Details of the Recipients are contained in PC or are entered at the time of registration of the 

Transaction. 

9.4.3. Transfer procedure (acceptance, processing and sending of new Transfers), including 

moments of its irrevocability, unconditionality and finality. 

9.4.3.1. Transfers are accepted, registered and sent by the Participant - Sender at the 

expense of funds provided by the Sender. The Participant - Sender refuses to accept Sender's funds 

and execute orders if the provided funds are not enough to make the Transfer, taking into account 

the commission payable by the Sender. 

Method of providing funds by the Sender is established by the Participant - Sender 

independently. 

9.4.3.2. Funds for transfer are received from the Sender with the provision of processes for 

identifying the Sender. 

Identification is understood as a set of measures to establish information about the Client, 

to confirm the reliability of this information. 

Participant has a right to request any necessary documents and information necessary for 

identification from the Client in accordance with the current legislation of the country of its 

location. 

9.4.3.3. Payment Purpose Code is assigned to the Transfer, when a Transfer is sent by 

Operational Center. 

9.4.3.4. Participant - Sender provides the Sender with a document confirming the fact of 

Transaction, and information about transaction in electronic form or on paper. If the document is 

submitted in electronic form, the Sender should be able to receive a copy of the document on paper.  
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Participant - Sender has a right to send Transaction confirmation and information about it in 

electronic form if RBS means are used. 

9.4.3.5. The document confirming the fact of Transaction should contain the following 

information: 

■ Indication that Transaction has been completed in the System 

■ Payment Purpose Code 

■ Transaction date 

■ address of Service Point of the Participant - Sender 

■ Transfer commission amount  

■ Transfer amount and currency  

■ Surname, Name and Patronymic (if any) of the Sender 

■ Details of the Participant - Sender, where the Sender can apply in case of claims 

(indicating the name of the Participant - Sender) 

■ exchange rate if Currency of reception of the Funds Transfer and Currency of the 

Funds Transfer differ (or the amount in the currency of sending and the amount in the currency of 

receiving funds). 

■ Country and city of Transfer destination 

■ Place of advance (if any) 

■ Surname, Name and Patronymic (if any) of the Recipient 

■ Period when the Transfer can be received by the Recipient (30 calendar days) 

■ Additional information identifying the Sender and / or Receiver required by the 

Receiver to make a payment (if the Receiver has the appropriate requirements). 

9.4.3.6. Information about the Sender and the Recipient is transmitted along the entire 

chain of Transaction. 

9.4.3.7. When sending funds to the address of individuals for the purpose of issuing cash, 

the Participant - Sender informs the Sender that: 

■ in order to receive cash, the Sender is obliged to independently inform the Recipient 

only about the fact of sending funds that Transaction was carried out via the System (unless the 

conditions for issuing the Transfer established by the selected Participant - Recipient do not require 

the Recipient to specify other identifying information), as well as information required by the 

Recipient for payment of the Transfer, including Payment Purpose Code, address(es) of the Point(s) 

of service (receipt) (if necessary); 

■ it is unacceptable to disclose Payment Purpose Code, as well as other details of the 

Transfer, including the Recipient's data, to third parties. 

9.4.3.8. Depending on whether the Sender indicated the place of Transfer issue (Service 

Point) or not, the Recipient should apply to the Point chosen by the Sender or to any Service Point 

in the city chosen by the Sender. 
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9.4.3.9. Transfer unconditionality for Transfers in favor of individuals for cash payment 

occurs at the moment the Recipient applies to Service Point, provided that the conditions 

established by these Rules are met, including: coincidence of information about the Payment 

Purpose Code in the PC with the Payment Purpose Code specified by the Recipient, coincidence of 

data about the Recipient, transferred along the chain of Transaction, with data in the presented 

identity document. 

9.4.3.10. Transfer unconditionality for Transfers in favor of Clients for crediting to 

accounts / in order to increase EF balance occurs at the moment the information about the Transfer 

is entered into the software by the Participant - Sender and the Transfer is assigned a status in the 

software confirming its acceptance for execution. 

9.4.3.11. The finality of the Transfer occurs at the moment the funds are credited to the 

account of the Participant - Receiver, taking into account procedure and conditions for the 

implementation of clearing and settlements in the System. At the same time, the System, within a 

time interval from 1 (one) hour to 24 (twenty-four) hours from the moment the Transfer is accepted 

from the Participant - Sender, ensures that the Transfer is available for payment to the Recipient at 

Service Points of the country in which the city chosen by the Sender is located, or availability of 

information about the Transfer to the Participant - Receiver when the Sender selects a particular 

Service Point. 

9.4.3.12. Irrevocability of Transfers occurs at the moment when the Sender provides cash 

or debits the Sender's account (including electronic funds account) for the Transfer, unless 

otherwise provided by the current Legislation. 

9.4.3.13. After receiving cash from the Sender or debiting from its account by the 

Participant - Sender or receipt of funds in another way established by the Participant - Sender, and 

receipt of confirmation from the Software that the Transfer has passed the check for compliance 

with all necessary requirements, the responsible employees of the Participant - Sender should 

immediately complete the procedure of the Transfer in accordance with the requirements of the 

Software. 

9.4.4. Transfer procedure does not imply the possibility of making changes to the Transfer 

after it has been sent. At the same time, the Sender has a right to cancel the Transfer, in accordance 

with the provisions of these Rules, and send it again with new details. 

9.4.5. Procedure for processing, generating and sending requests for withdrawal, return of 

Transfers. 

9.4.5.1. Procedure for Transfer withdrawal, returning funds when Transaction is performed 

by the Participant - Sender is determined and brought to the attention of the Sender by the 

Participant - Sender independently. 

9.4.5.2. Sender has a right to withdraw Transfer order before the moment of the Transfer's 

irrevocability, by applying to Service Point, where such a Transfer was made, with a written 

application to withdraw the Transfer. When the Sender applies for withdrawal of the Transfer, the 

Participant - Sender shall immediately send to Operational Center a request for withdrawal of such 

Transfer. Upon receipt of a positive response from the Operational Center, the Transfer is 

considered withdrawn. At the same time, the commission paid by the Sender when sending the 

withdrawn Transfer is subject to return to the Sender by the Participant-Sender (if such commission 

was paid). Submission of a document confirming the fact of sending, and, if necessary, documents  

  



32 

 

confirming that he/she is the Sender, by the Sender to the Participant is a condition for Transfer 

withdrawal. The Participant - Sender notifies the Sender of the request processing results to 

withdraw the Transfer. Transfer return is determined by other sub-clauses of clause 9.4 of these 

Rules and is not Transfer withdrawal. 

9.4.5.3. Unclaimed funds are returned only at the request of the Sender until the Transfer 

is paid to the Recipient, and also after the expiration of the period when the Transfer is available to 

the Recipient, unless otherwise provided by the agreement with the Client or an agreement between 

System Operator and the Participant - Sender or Participant - Recipient, including when a 

Transaction is performed from the Sender's accounts (including electronic funds accounts), via RBS 

or payment application, and/or self-service terminals. 

Term of availability of the Transfer to the Recipient is 30 (thirty) calendar days from the 

date of sending the Transfer by the Sender. After the expiration of specified period, the Transfer 

cannot be issued to the Recipient and should be returned to the Sender. 

9.4.5.4. System Operator provides individuals - Senders with the opportunity to request the 

Transfers sent by them without opening an account, directed in favor of an individual for payment 

in cash, for a refund at Service Point where the canceled Transfer was sent. When the Sender applies 

for the return of the Transfer, the Participant sends a request to Operational Center for the return of 

such a Transfer. Upon receipt of a positive response from Operational Center, the Transfer is 

returned to the Sender. At the same time, the commission paid by the Sender when sending the 

canceled Transfer is non-refundable. 

9.4.5.5. Transfer sent in favor of an individual for payment in cash can be returned only if 

the funds have not yet been paid to the Recipient at the time of the request or its transfer to 

Operational Center. 

9.4.5.6. Sender applies to the relevant legal entity - the Recipient To return funds sent for 

crediting to the accounts of individuals or directed in favor of legal entities - Clients. 

9.4.5.7. Condition for return operation via the System is submission of a document 

confirming the fact of sending, and, if necessary, documents confirming that he/she is the Sender, 

by the Sender to the Participant. 

9.4.5.8. Coordination procedure of the Participant - Sender with the Senders who have lost 

documents, which are transaction confirmation, is determined and brought to the attention of the 

Senders by the Participant - Sender independently. 

9.4.5.9. Participant - Sender, who has accepted the Sender's application for a refund, is 

obliged to immediately send a request for a refund to Operational Center from the moment of its 

acceptance. If it is impossible to return the Transfer due to its issuance or in accordance with the 

conditions for Transfer established by the Participant - Recipient, Operational Center ensures 

impossibility of transferring such a request. 

9.4.5.10. Participant - Sender notifies the Sender about the request processing results. 
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9.4.5.11. In case of an erroneous sending operation due to the fault of the Participant - 

Sender, return request is initiated by the Participant - Sender. In this case, if the commission is not 

refundable in accordance with the provisions of these Rules, then it can be returned based on the 

results of an investigation conducted by System Operator on the basis of a written application of 

the Participant - Sender sent to System Operator. 

9.4.5.12. In case of Transfer return at the initiative of the Sender or the Participant - Sender, 

together with Transfer amount, the Participant - Sender shall be refunded the commission 

previously paid by him in accordance with the Tariffs when sending such a Transfer. 

9.4.5.13. Funds not returned to Senders and not claimed by Recipients - individuals are 

stored in the System until the expiration of limitation period in accordance with the Legislation. 

9.4.6. Procedure for returning Transfers rejected by the Recipient when sending Transfers 

with crediting to the Recipient's account: 

• Previously executed order may be returned at the initiative of the Recipient or the 

credit institution where the Recipient's account is opened. 

• In this case, Transaction funds are subject to return to the Sender. At the same time, 

the commission paid by the Sender is not returned to him when the funds are returned. 

• Funds are paid to the Sender by the Participant - Sender who sent the Transfer. 

9.4.7. Procedure for receiving, processing and issuing (crediting) of received and returned 

Transfers. 

9.4.7.1. Funds are advanced by the Participant - Recipient by issuing cash to the Recipient 

without opening an account (only for Recipients - individuals), by crediting to the bank accounts 

of the Recipient (for Recipients of individuals and legal entities), by crediting to bank cards of 

individuals, by increasing EF balance. 

9.4.7.2. When issuing cash without opening an account, the Participant - Recipient should 

identify the Recipient on the basis of an identity document or in any other way in accordance with 

the legislation of the country of its location, but not contrary to the Legislation. If a representative 

of the Recipient applies to receive funds, including with a properly executed power of attorney, the 

Participant - Recipient refuses to issue funds. 

9.4.7.3. Participant has a right to request from the Recipient - an individual other documents 

necessary for his identification, as well as to carry out authentication procedures in accordance with 

the current legislation of the country of his location. 

9.4.7.4. Issuance of funds to the Recipient is possible provided that the information about 

the Payment Purpose Code in the PC matches the Payment Purpose Code specified by the 

Recipient, the data about the Recipient transferred along Transaction chain, data in the presented 

identity document, i.e. occurrence of Transfer unconditionality. 

9.4.7.5. Funds are credited to the Recipient's account if the details specified in the Transfer 

coincide with the details of the Recipient held by  
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the Participant - Recipient. Transfer in cash is paid if the last name, first name and patronymic (if 

any) of the Recipient specified in the Transfer match and the Recipient correctly indicates the 

Payment Purpose Code. 

9.4.7.6. It is not allowed to refuse to issue cash in case of discrepancies in the spelling of 

the Recipient's data in the information received about the Transaction and document presented in 

the cases specified in Appendix No. 3 to these Rules. 

9.4.7.7. Participant - Recipient is not responsible for the refusal to pay out funds if the 

information provided by the Recipient does not match the information specified when sending 

funds by the Participant - Sender. 

9.4.7.8. If necessary, the Recipient may be asked for additional information about the 

Transaction. 

9.4.7.9. Payment can be made: 

■ in the Currency of reception of the Funds Transfer, 

■ in the Currency of the Funds Transfer by Transfer with different sending and 

payment currencies. 

9.4.7.10. Participant - Recipient provides the Recipient with a document confirming the 

implementation of Transaction, and information about Transaction in electronic form or on paper. 

If the document is provided in electronic form, the Recipient should be able to receive the document 

on paper. The document confirming the fact of Transaction should contain the following 

information: 

• Indication that Transaction was completed in the System 

• Payment Purpose Code  

• Transaction date  

• Service Point address 

• Transaction amount and currency  

• Surname, Name and Patronymic (if any) of the Recipient 

• Details of the Participant - Recipient, where the Recipient can apply to in case of 

claims (indicating the name of the Participant - Recipient). 

9.4.7.11. Participant - Recipient is obliged to immediately send a confirmation of payment 

to Operational Center at the time of payment. 

9.4.7.12. When making an erroneous mark on Transfer payment by the Participant - 

Recipient, the latter is obliged to notify Operational Center of this fact via the Agreed 

Communication Channels immediately from the moment the specified event is detected. 

In this case, Transfer amount and commission amount for it are debited in a manner that 

does not require an additional order of the Participant, from the account of the Participant - 

Recipient on the basis of inclusion of the information about this Transaction in the Register of 

Orders, if funds were previously credited to the account of the Participant - Recipient for this 

Transaction. 

9.4.7.13. If there is a complaint from the Client about non-receipt of the Transfer, if the 

Transfer in the System was marked as paid, and based on the request of System Operator sent by 

any available method, if the Participant - Recipient does not provide System Operator with a 

document confirming the fact of payment and containing the Recipient's handwritten signature,  
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within 2 working days from the date of sending the request, Operational Center, on the basis of the 

relevant order of System Operator, changes Transfer status in the System and excludes information 

about Transfer payment. Payment Clearing Center, on the basis of the Transactions Register 

received from Operational Center, which includes information on cancellation of the Transfer 

payment, writes off Transfer amount and commission amount for it paid to the Participant - 

Recipient from the account of the Participant-Recipient in a manner that does not require an 

additional order from the Participant. 

9.5. Compliance with the requirements for combating the legalization (laundering) of 

proceeds from crime and the financing of terrorism (AML / CFT), protection of personal data and 

accompanying the transfer with information about the Sender. 

9.5.1. Compliance with AML/CFT requirements 

System Participants are obliged to comply with the requirements of the legislation of the 

country of their location and the Legislation in the field of combating the legalization (laundering) 

of proceeds from crime and the financing of terrorism. Principles and conditions for activities in 

this area are given in Appendix No. 4 to these Rules. 

9.5.2. Fulfillment of requirements for protection of Clients’ personal data. 

System Participants are obliged to comply with the requirements of the legislation of the 

country of their location and the Legislation for protection of Clients’ personal data they serve. 

Principles and conditions for the implementation of activities in this area for the Participants are 

given in Appendix No. 5 to these Rules. 

9.5.3. Procedure for accompanying the Transfer with information about the Sender in 

accordance with the requirements of Law No. 115-FZ if it is not at the Participant’s disposal. 

In the absence of information about the Sender, that is required in accordance with the 

legislation of the country of the Participant - Sender and / or Participant - Receiver in the field of 

combating the legalization (laundering) of proceeds from crime and the financing of terrorism, the 

Transfer is considered not to have passed the check for compliance with the established 

requirements and is not accepted for processing by Operational Center. When accepting a Transfer 

for processing, Operational Center ensures technical possibility of accompanying the Transfer with 

necessary information and is not responsible for the accuracy and completeness of the transmitted 

information. The Participant - Sender is responsible for the accuracy and completeness of 

information about the Transfer transferred to Operational Center. 

9.6. Coordination procedure in disputable and emergency situations. 

9.6.1. Participants, PISPs immediately inform System Operator by sending a message via 

the Agreed Communication Channels about the causes, consequences and directly the facts of the 

occurrence and (or) detection of the following events: 

■ about disputable and emergency situations, 

■ about the events that led to violation and / or suspension of PIS rendering that meets 

the requirements for rendering of services, including due to violations of the requirements for 

ensuring the information protection by funds transfers, 
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■ in case of debiting funds from the Participants' bank accounts opened with the 

Settlement Center without the consent of the Participants contained in the orders of the Payment 

Clearing Center or the Participants, except for the cases provided for by these Rules, 

■ in cases of measures implementation to counter the implementation of Transactions 

without Client’s consent, 

■ in cases of impossibility to fulfill or improper fulfillment of obligations immediately 

upon revealing such circumstances. 

9.6.2. Further actions of Subjects are determined individually for each appeal by agreement 

of the parties, and may also be regulated in whole or in part by the relevant agreements or separate 

internal documents of the parties involved. Operator takes possible and accessible actions in the 

circumstances to minimize negative consequences, including actions specified in Appendix 2 to 

these Rules. 

9.6.3. Upon revealing the fact of debiting funds from its bank accounts opened with the 

Settlement Center without the consent of the Participant contained in the orders of the Payment 

Clearing Center or the Participant, in addition to promptly informing Operator, no later than the 

next business day after the day of prompt notification of the Operator, send an official notice signed 

by the Participant's manager, certified by the Participant's seal, to the relevant Settlement Center 

where the Participant has bank accounts. 

9.6.4. Procedure and consequences of sending an official notification shall be established 

and communicated to the Participants by the Settlement Centers of the System independently. 

9.6.5. System Operator has a right, but is not obliged, to inform the involved Settlement 

Centers about information receipt from the Participant on the debiting of funds from its bank 

accounts opened with involved Settlement Centers, without the consent of the Participant contained 

in the orders of the Payment Clearing Center or the Participant. 

9.6.6. In case of opening bank accounts in the Settlement Center, which functions are 

performed by System Operator, an official notification shall be sent via the Agreed Communication 

Channels. 

9.6.7. Upon receipt of the official notification of the Participant, System Operator informs 

the Bank of Russia about this fact in the manner established by the Bank of Russia. 

9.6.8. When identifying incidents in the field of information security, the Participant is 

obliged, in addition to promptly informing System Operator, to provide a report in accordance with 

the procedure specified in Appendix No. 2 to these Rules. 

9.6.9. When identifying incidents in the field of information security, System Operator 

informs the Participants, PISP via the Agreed Communication Channels. 

9.6.10. System Subjects have hereby agreed that the notifications of the Participant - Sender 

received and transmitted along the payment chain in the System are sufficient confirmation of the 

fraudulent nature of transactions performed within the System. Messages are transmitted via the 

Agreed Communication Channels. Participants - Recipients make every possible effort to prevent 

the use of fraudulent funds transfers by Recipients, including blocking Transfer payment,  
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withdrawals and / or transfer of funds from the Recipients' accounts with the transfer of relevant 

information to Operational Center via the Software. 

9.6.11. System Operator is not financially responsible for reimbursement of funds withheld 

from the Participant for Transfers sent on his behalf without authorization, if: 

■ conditions of information security were observed in full on the side of System 

Operator and Operational Center; 

■ these Transfers fully complied with the requirements of organization Rules and 

Transaction conditions in the System; 

■ at the time of acceptance of the said Transfers for processing by Operational Center, 

there were no reports from the Participant about obtaining unauthorized access to the PC by third 

parties; 

■ Participant did not exercise the right to use an alternative confirmation channel for 

Transactions in the System. 

Compliance with these conditions is established on the basis of an internal investigation 

conducted by System Operator. 

9.6.12. Participants, involved Settlement Centers are obliged to send information about the 

presence of claims, instructions, proposals to System Operator regarding their activities as System 

Subjects received from the Bank of Russia, Clients, other competent state bodies. System Operator 

studies information received and, if it is confirmed, takes measures provided for by these Rules. 

9.6.13. PISPs are required to report to System Operator the following information about 

business continuity incidents: 

■ time and date of occurrence of the incident (if it is impossible to establish the time 

of occurrence of the incident indicates the time of its detection); 

■ brief description of the incident (characteristic of the event and its consequences); 

■ name of interrelated sequential technological procedures performed by PIS 

rendering (hereinafter referred to as the business process), when the incident occurred; 

■ business process name affected by the incident; 

■ presence (absence) of the fact of suspension (termination) of PIS rendering as a 

result of the incident; 

■ time and date of recovery of PIS rendering in case of suspension of their rendering; 

■ measures to eliminate the incident and its adverse consequences, indicating the 

planned and actual duration of these activities; 

■ recovery date of PIS rendering that meets the requirements for rendering services; 

■ adverse consequences of the incident on Payment System Subjects, including: 
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− amount of funds paid by PIS Providers and (or) collected from PIS Providers; 

− number and amount of unexecuted and (or) untimely executed and (or) erroneously 

executed orders of System Participants, when the incident affected their execution; 

− duration of PIS suspension. 

10. Information security requirements 

10.1. Information security requirements in the System, procedure, forms and terms for 

informing System Operator, the Participants of the System and PISP about incidents identified in 

the System related to violations of the requirements for ensuring the information security by funds 

transfers, coordination procedure in case of detection of the above incidents in the System, as well 

as opposition to the implementation of funds transfers without Client’s consent are defined in 

Appendix No. 2 to these Rules. 

11. General procedure for payment clearing and settlements 

11.1. Payment orders, bank orders and payment requests are used for settlements on the 

bank accounts of the Participants, which are settled through accounts opened with Settlement 

Center, which functions are performed by System Operator. 

11.2. For settlements on the bank accounts of the Participants, which are settled through 

accounts opened with involved Settlement Center(s), payment orders and funds transfers are used 

at the request of the Funds Recipient (direct debit). 

11.3. Within the Payment System, settlements in the form of electronic money transfers are 

not carried out. Information records about balances of electronic funds of the Clients is carried out 

by the Participants who are simultaneously operators of electronic funds independently outside the 

System. 

11.4. Within the framework of the Payment System in the territory of the Russian 

Federation, electronic means of payment provided by foreign payment service providers are not 

accepted. 

11.5. General procedure for clearing. 

11.5.1. Payment clearing in the System is executed in accordance with the following 

principles and procedures: 

- by procedures for accepting the Participants' orders for execution, including checking 

the compliance of orders with the established requirements (including anti-legalization 

requirements, as well as the requirements for accompanying the Transfer with information about 

the Senders established by the Legislation - for Participants - residents of the Russian Federation), 

determination of  funds sufficiency for order execution (taking into account commission payable 

by the Participants in accordance with the Tariffs) and determination of payment clearing positions 

(amount of funds to be debited and credited by Settlement Center(s) to the Participants' bank 

accounts); 
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- transfer to Settlement Center(s) for execution of the accepted orders of the Participants; 

- sending notices (confirmations) to the Participants regarding the order acceptance for 

execution, as well as transmission of notices (confirmations) regarding the execution of the 

Participants' orders; 

- procedures for accepting the Participants' orders for execution are performed by the 

Payment Clearing Center in accordance with this Section of the System Rules; 

- determination of the payment clearing position of the Participants is performed on a gross 

basis; 

- payment clearing position on a gross basis is determined during the Transaction Day in 

the amount of the total amount of the Participants’ orders accepted for execution by Payment 

Clearing Center during the Transaction Day, for which the System Participants are payers, total 

amount of orders for which the System Participants are funds recipients, and also total amount of 

commission to be written off and (or) credited to the Participants; 

- based on the results of the Transaction Day, the final payment clearing positions of the 

Participants are determined on a gross basis, for which amounts Payment Clearing Center issues 

instructions to Settlement Center(s) for execution; 

11.5.2. Sending notifications (confirmations) to the Participants regarding orders 

acceptance for execution, as well as execution of orders, is executed by assigning a sequence of 

statuses to the Transfer, reflecting the stages of Transfer processing and available for viewing by 

the Participant in the Software at any time. 

11.5.3. Confirmation of the execution of the Participants' orders and completion of 

settlements is performed following the results of the Transaction Day by sending the Transactions 

Register containing the transcripts of each of the Transactions included in the clearing position of 

the relevant Participant via the Agreed Communication Channels by Payment Clearing Center. 

11.6. General payment procedure. 

11.6.1. Temporary regulations for System activity: 

11.6.1.1. Operational Center receives and processes orders from Clients and Participants 

daily from 00:00:00 to 23:59:59 Moscow time. 

11.6.1.2. Moscow time is recognized as a unified time scale for settlements in the Payment 

System. Control time is the time of hardware system clock of PS Operator. 

11.6.1.3. Payment System Operator controls compliance with the following time intervals 

by settlements and forming payment clearing positions of the Participants: 
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Routine operations Time-frame Executor 
Who the document 

is submitted to 

day 1  
 

Receipt and processing of 

Clients’ / Participants’ 

orders 

from 00:00:00 to 

23:59:59 
Operational Center  

Transfer of the processed 

orders of the Participants 

from 00:00:00 to 

23:59:59 
Operational Center 

Payment clearing 

center 

day 2  

Formation and sending of 

Transaction Register 
from 00:00:00 to 

02:00:00 
Operational Center 

Payment clearing 

center 

Transfer of Transaction 

Register  from 00:00:00 to 

02:00:00 

Payment clearing 

center Participants 

 

Formation and sending of Transaction Register by Operational 

Center to Payment Clearing Center and Transfer of Transaction 

Register by Payment Clearing Center to the Participants takes 

place simultaneously in the Software, verification of compliance 

of the Participants' orders with established requirements is carried 

out automatically. 

Determination of the final 

payment and clearing 

position of the Participants 

on a gross basis. Formation 

and sending of Orders 

Register 

from 02:01:00 to 

15:00:00 

Payment clearing 

center 

Settlement Center 

Settlements between the  

Participants 
from 15:01:00 to 

20:00:00 

Settlement Center 
 

day 3  

Transfer of statements in 

accordance with the terms of 

the correspondent account 

agreement 

from 00:00:00 to 

11:00:00 

Settlement Center Participants 
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11.6.1.4. PS Operator notifies the Participants of scheduled (preventive, technical or repair) 

work not later than 1 (one) business day before the start of work by sending notifications via the 

Agreed Communication Channels. The notification shall indicate date and time of start of work, 

planned date and time of completion of work. 

11.6.1.5. PS Operator notifies the Participants on unscheduled repair work, as well as 

work related to the need to eliminate emergency circumstances that affected the performance of the 

Payment System, not later than 1 (one) business day from the date of start of work, by posting 

information on the Website. 

11.6.2. Calculations. 

11.6.2.1. Settlements in the System are carried out by the Settlement Center(s) by debiting 

and crediting funds to the Bank accounts of the Participants on the basis of orders received from 

Payment Clearing Center in the amount of certain payment clearing positions on working days 

established by the Legislation. 

11.6.2.2. Settlements in the Payment System are carried out by the Settlement Center by 

debiting and crediting funds to the Bank accounts of the Participants on the basis of the orders of 

the Participants received from Payment Clearing Center in the form of Order Register in the amount 

specified in payment clearing positions. 

11.6.2.3. Accounting disclosure of transactions on the accounts of the Participants who 

opened accounts with Settlement Center - System Operator, is carried out based on the results of 

corresponding Transaction Day of the Operator for the total amounts (determination of the payment 

clearing position on a gross basis): 

■ for all orders issued by the Participant as the Participant - Sender accepted for 

execution by Payment Clearing Centre; 

■ on funds paid/credited to accounts by the Participant as the Participant - Recipient; 

■ by those rejected by Recipients and/or Participants – Recipients orders; 

■ on debited and/or credited commissions. 

11.6.2.4. When the Participants carry out transactions on weekends and holidays, the 

accounting disclosure of transactions is carried out on the next business day. Accounting disclosure 

of transactions for each Transaction Day corresponding to a weekend or holiday is carried out in 

separate amounts. 

11.6.2.5. Joining of the Participant to the System Rules means giving Settlement Center - 

System Operator consent to debit funds from its account (accounts) opened with Settlement Center 

- System Operator without additional instructions on the terms of a pre-given acceptance on the 

basis of instructions received from Payment Clearing Center in amount of certain payment clearing 

positions. This condition applies to the relations of the parties from the moment the Participant 

joins the System Rules. 

11.6.2.6. Accounting disclosure of transactions for the return of canceled Funds Transfers 

of the Participants who opened accounts with Settlement Center -  
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System Operator, is carried out in the online mode for the amount of each canceled transaction on 

the Transaction Day when funds were paid to the Sender. 

11.6.2.7. For cash payments made by the Participants on weekends and holidays, 

accounting is carried out on the next business day. 

11.6.2.8. If the Participant, who has opened a bank account with Settlement Center - 

System Operator, has restrictions on the time of crediting and debiting funds from the account on 

the current business day, accounting disclosure of transactions on the Participant's account after the 

time limit has come is carried out on the next business day. 

11.6.2.9. If the Participant who has opened a bank account with Settlement Center - 

System Operator has restrictions on the time for crediting and debiting funds from the account with 

System Operator after the end of Transaction Day (from 21-00 to 00-00 inclusive Moscow time 

(MSK)), accounting disclosure of transactions that took place before the time of limitation, is 

carried out on the account of the Participant in the current working day. 

11.6.2.10. Time limits for crediting and debiting funds from the Participants who have 

opened accounts with Settlement Center, additionally attracted by System Operator and performing 

settlements in accordance with these Rules, are not established by System Operator. At the same 

time, payment clearing position of such Participants is determined taking into account provisions 

of this Section, i.e. orders of these Participants received by Payment Clearing Center during 

Transaction Day of System Operator are accepted for execution on the current day, orders received 

at the end of Transaction Day of the Operator are accepted on the next day. 

11.6.2.11. Order received from the Participant shall be accepted by Operational Center if 

there are sufficient funds to carry out settlements on the Transaction on the Participant's account. 

11.6.2.12. When determining the sufficiency of funds on the Participant's account for 

conducting Transactions, all amounts of orders sent by the Participant (including his/her BPA) and 

orders sent to the Participant (his/her BPA) and/or all amounts of Transfers paid by the Participant 

(his/her BPA) are taken into account. 

11.6.2.13. In the absence of sufficient funds on the Participant's account, order to be done 

is not accepted. 

11.6.2.14. Regarding the Participants, the Participant's Settlement Limits (maximum 

obligation limit) are set, where orders are accepted. 

11.6.2.15. General procedure to calculate commission fee of the Participant - Sender in 

case of charging a commission from the Sender: 

- Commission from the Sender is calculated in Funds Transfer Currency as a percentage of 

Transaction amount. 

- Received commission is rounded up to 2 decimal places, according to the rules of 

mathematical rounding. 

- Commission due to be debited from the account of the Participant - Sender as a percentage 

of Transaction amount is calculated in Funds Transfer Currency and rounded according to the rules 

of mathematical rounding to 2 decimal places. 
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- If commission contains a fixed amount in addition to the percentage, the fixed part of 

commission is added to the percentage calculated in the above way. 

- Commission of the Participant - Sender is calculated as the difference between the 

commission received from the Sender and the commission to be deducted from the account of the 

Participant - Sender. 

- If commission is paid only in the form of a fixed amount, commission payable to the 

Participant – Sender is fixed in the System Tariffs with an accuracy of 2 decimal places. 

- If currency of commissions settlements differs from Funds Transfer Currency, the 

calculated amounts of relevant commissions are multiplied by exchange rate and multiplication 

result is rounded according to the rules of mathematical rounding to 2 decimal places. 

11.6.2.16. If, when calculating commission as a percentage of Transfer amount (or as a 

percentage + a fixed part), the Tariffs set the maximum limit on the commission of the Participant 

- Sender in the form of a share of commission paid by the Sender, then the procedure for calculating 

its commission is as follows: 

■ Commission from the Sender is calculated in Funds Transfer Currency as a 

percentage of amount of the Transaction and is rounded according to the rules of mathematical 

rounding to 2 decimal places. 

■ Commission of the Participant - Sender is calculated in Funds Transfer Currency as 

a percentage of Transaction amount, but not more than the amount calculated based on the 

maximum limit in the form of a share of commission paid by the Sender, and also, if necessary, 

rounded up to 2 decimal places according to the rules of mathematical rounding. 

■ If commission includes a fixed amount in addition to a percentage, the fixed part of 

the commission is added to the amount calculated as a percentage of the Transfer amount, while 

the total amount of commission of the Participant - Sender should not exceed the amount calculated 

based on maximum limit in the form of a share from the commission paid by the Sender. 

■ If currency of commission settlements differs from Funds Transfer Currency, 

calculated amount of commission of the Participant - Sender is multiplied by exchange rate and 

multiplication result is rounded according to the rules of mathematical rounding to 2 decimal 

places. 

■ Commission amount, to be debited from the account of the Participant - Sender, is 

calculated in Funds Transfer Currency, as the difference between the commission paid by the 

Sender and the commission of the Participant - Sender calculated in the above way. 

11.6.2.17. General procedure to calculate commission fee of the Participant - Sender in the 

case when commission is not charged from the Sender - an individual (commission is paid by 

System Operator): 

■ Commission due to be credited to the account of the Participant - Sender in 

percentage terms is calculated in Funds Transfer Currency. 
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■ Received commission is rounded up to 2 decimal places according to the rules of 

mathematical rounding. 

■ If commission contains a fixed amount in addition to the percentage, the fixed part 

of commission is added to the percentage calculated in the above way. 

■ If commission is paid only in the form of a fixed amount, commission payable to 

the Participant - Sender is fixed in the System Tariffs with an accuracy of 2 decimal places. 

■ If currency of commission settlements differs from Funds Transfer Currency, the 

calculated commission amount is multiplied by exchange rate and multiplication result is rounded 

according to the rules of mathematical rounding to 2 decimal places. 

11.6.2.18. General procedure to calculate commission fee of the Participant - Recipient in 

case of charging commission from the Sender: 

■ Commission due to be credited to the account of the Participant - Receiver, is 

calculated in Funds Transfer Currency as a percentage of Transaction amount, but not more than 

the amount calculated based on the maximum limit in the form of a share of the commission paid 

by the Sender, if there is such a limit. 

■ Received commission is rounded up to 2 decimal places according to the rules of 

mathematical rounding. 

■ If commission includes a fixed amount in addition to a percentage, the fixed part of 

commission is added to the amount calculated as a percentage of Transaction amount, while the 

total amount of commission of the Participant - Recipient should not exceed the amount calculated 

based on the maximum limit as a share from the commission paid by the Sender, if there is such a 

limit. 

■ If commission is paid only in the form of a fixed amount, commission payable to 

the Participant - Recipient is fixed in the System Tariffs with an accuracy of 2 decimal places. 

■ If currency of commission settlements differs from Funds Transfer Currency, 

calculated commission amount is multiplied by exchange rate and multiplication result is rounded 

according to the rules of mathematical rounding to 2 decimal places. 

11.6.2.19. If commission of the Participant - Sender or Participant - Receiver is calculated 

in percentage or mixed terms, and System Operator sets the maximum allowable amount of 

commission charged from the Sender - an individual or paid by the Operator to the Participant - 

Sender, then upon reaching this maximum allowable amount, it is calculated as a commission 

payable only in a fixed amount. 

11.6.2.20. If commission to be debited/credited has a zero value as a result of calculation 

and rounding, commission is debited and/or credited in the minimum possible amount, which is the 

minimum denomination of commission currency. 
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12. Procedure for monitoring compliance with the System Rules 

12.1. General provisions. 

12.1.1. Operator exercises control over compliance of PISP Rules by the Participants to 

ensure the stability of the Payment System and its development. 

12.1.2. Participants ensure compliance with these BPA Rules if they are involved. For 

violation of these Rules by BPA in the part in which these Rules can be applied to BPA, the 

Participant shall be liable directly to the Operator. In case of non-compliance with the Rules by the 

Participant, the Operator has a right to suspend (until the Participant eliminates violations) or 

terminate participation in the Payment System in accordance with these Rules. 

12.1.3. Operator, PISP, Participants are responsible for non-compliance with these Rules 

in accordance with the Legislation, these Rules and agreements (if any) between the Participants 

and the Operator, the Operator and PISP, PISP and the Participants. 

12.1.4. The Payment System Subjects are responsible for any improper actions of their 

employees (including illegal ones) committed by them while working in the Payment System and 

resulting in damage to any of the Payment System Subjects, and undertake to compensate each 

other for damage caused as a result of such actions. Payment System Subject, whose employees 

have committed improper actions while working in the Payment System, undertakes to compensate 

other Payment System Subjects for the damage caused by them as a result of these improper actions 

within 7 (seven) business days from the date of receipt of claims from the Payment System Subject 

that suffered damage with attached documents substantiating the claim. Operator is not responsible 

for the occurrence of adverse consequences for third parties arising from the Participant's failure to 

fulfill or the Participant's improper performance of obligations provided for by these Rules in 

relation to such third parties. 

12.2. Methods for the Operator to exercise control over compliance with the Rules by 

Payment Infrastructure Service Providers, Participants. 

12.2.1. Operator monitors compliance with the Rules by the Participants, PISP in the 

following ways: 

− spot checks on rendering of services by the Participants, PISP, including with the 

involvement of third parties at least once every 6 (six) months; 

− remote monitoring of the activities of the Participant and PISP in the manner 

specified in clause 12.2.3. at least once every 6 (six) months or upon receipt of complaints / appeals 

from Participants / PISP / Clients. 

− organization of written surveys of Participants, PISP by the Operator at least once 

every 6 (six) months; 

− organization of working meetings, seminars, television and videoconferences with 

representatives of the Participants, PISP by the Operator at least once every 6 (six) months; 

− consideration of appeals received from Clients, Participants, PISP in regarding 

actions (inaction) of the Participants in rendering of services; 

− consideration of appeals received from the Participants regarding actions (inactions) 

of PISP in rendering of services; 
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− receipt of information about the Participant’s activities within the Payment System 

from the Participant itself, other Participants at the request of the Operator via the Agreed 

Communication Channels including, but not limited to: financial documentation (including 

publicly placed), reporting forms of the Bank of Russia of a credit institution (for Participants - 

residents of the Russian Federation), internal regulatory documentation, including documentation 

on ensuring the continuity and activities recovery, etc.; 

− receipt of information about PISP activities from PISP itself, the Participants, at the 

request of the Operator via the Agreed Communication Channels including, but not limited to: 

financial documentation (including publicly placed), reporting forms of the Bank of Russia of a 

credit institution, internal regulatory documentation, including documentation on ensuring the 

continuity and activities recovery, etc. 

In case of violation detection, System Operator has a right to apply sanctions provided 

for by these Rules as measures of responsibility to the Participants, PISP. 

12.2.2. Operator has a right for selective checks of rendering of services by the Participants, 

including with the involvement of third parties. Check can be done in agreement with the 

Participant. Without the consent of the Participant, check can be done using the mechanism of 

"secret" clients. Within such a mechanism, employees of the Operator or third parties involved by 

the Operator may introduce themselves to the employees of the Participant, BPA as Clients, ask 

questions about services, use services, perform other actions that do not violate the rights of the 

Participant. Participants acknowledge the admissibility of such actions of the Operator, if they do 

not go beyond the activities of the Participants within the Payment System. 

12.2.3. Remote control is an analysis of the financial statements of the Participants, primary 

documents and other documentation related to sending and paying out Transfers, receiving requests 

from Clients, as well as collecting and processing requests from the Participants themselves. 

Appeals in the form of claims of Clients and Participants are registered on the side of the Operator 

by entering them into the Claims Registration Log. 

12.2.4. Field inspections of the Participants' Service Points are performed if there are 3 

(three) or more cases during 1 (one) calendar month of the impossibility of sending or paying out 

the Transfer, which arose due to the fault of the Participant, as well as in the case of claims from 

the Clients (number of claims for a certain period of time, necessary to initiate an on-site inspection 

is determined at the discretion of the Operator). 

12.2.5. When performing an on-site inspection, the Operator has a right to check documents 

and information related to rendering of the System Services, receive oral and written explanations 

on the activities of the Client Service Point, gain access to the System if these actions comply with 

the national legislation of the Participant’s country of residence and comply with the Participant’s 

security rules. Based on the inspection results, an inspection report is drawn up and endorsed by 

authorized persons of the Operator and the Participant. 

13. Responsibility for non-compliance with the System Rules 

13.1. Responsibility of the System Operator. 

13.1.1. System Subjects shall be liable for losses caused to other System Subjects as a result 

of non-compliance with these Rules and/or improper performance of their obligations 
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stipulated by these Rules and agreements with the System Operator (if any). 

13.1.2. If an overdue debt of the Operator to the Participant is formed as a result of non-

performance (improper performance) by the Operator of its obligations, the Participant has a right 

to require the Operator to pay a penalty in the form of a penalty at the rate of 0.01% of the amount 

of the unfulfilled obligation from the day following the day when the obligation was due 

performance, but not more than 10% of the amount of the unfulfilled obligation. 

13.1.3. Operator's liability for its activities as an Operational Center is established by a 

penalty in the form of a penalty at the rate of 0.01% of the amount of the unfulfilled obligation from 

the day following the day when the obligation was due, but not more than 10% of the amount of 

the unfulfilled obligation. 

13.1.4. Operator's liability for its activities as a Payment Clearing Center is established by 

a forfeit in the form of a penalty at the rate of 0.01% of the amount of the unfulfilled obligation 

from the day following the day when the obligation was due, but not more than 10% of the amount 

of the unfulfilled obligation. 

13.1.5. Operator's liability for its activities as a Settlement Center is established by a forfeit 

in the form of a penalty at the rate of 0.01% of the amount of the unfulfilled obligation from the 

day following the day when the obligation was due, but not more than 10% of the amount of the 

unfulfilled obligation. 

13.2. Responsibility of the Settlement Center. 

13.2.1. Responsibility of the Settlement Center to the Participants arises within the 

framework of the current Legislation and bank account agreements concluded with the Participants. 

13.3. Responsibility of the Participant. 

13.3.1. Participant is responsible to the PS Operator: 

— for non-compliance with these Rules; 

— for damage caused by the Participant to the PS Operator; 

— for overdue debts to the PS Operator. 

13.3.2. In case of non-compliance with these Rules, the PS Operator has a right to suspend 

or terminate the Participant's participation in the Payment System in the manner prescribed by these 

Rules. 

13.3.3. Participant is responsible, including financial, to the Payment System Subjects and 

Clients in the amount of the actually caused damage. 

13.3.4. If an overdue debt of the Participant to the PS Operator is formed as a result of non-

performance (improper performance) by the Participant of its obligations, PS Operator has a right 

to require the Participant to pay a forfeit in the form of a penalty at the rate of 0.01% of the amount 

of the unfulfilled obligation from the day following the day when the obligation was due 

performance, but not more than 10% of the amount of the unfulfilled obligation. 

13.3.5. Participant shall be liable to the Settlement Center in the manner and on the terms 

stipulated by the bank account agreement concluded with such Participant. The Participant is 

responsible to the PS Subjects for the actions of third parties involved by the Participant as for his 

own, including BPA, for that reason he/she includes in the agreements concluded with third parties 

obligations for their fulfillment of the requirements of the Payment System Rules. 
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13.3.6. Participants ensure control over compliance with BPA involved in rendering of 

funds transfer services, these Rules and requirements for information security by funds transfers, 

provisions of the Legislation. 

13.3.7. If facts of violation are revealed by the Participant of the Rules, the Operator sends 

an order to the Participant to eliminate the violation. The Participant is obliged to eliminate the 

violation within 30 (thirty) calendar days from the date of order receipt. The Operator has a right 

to suspend the participation of such a Participant in the PS, in accordance with the procedure 

established by these Rules, until the violations are eliminated. 

13.3.8. In the case of the Participant’s refusal to comply with the order and (or) in the case 

of a similar violation occurring repeatedly over the past 12 (twelve) months, as well as in the case 

of late submission, failure to submit or submission of incomplete information (documents) by the 

Participant at the request of the PS Operator necessary to fulfill the requirements of the current 

legislation in the field of countering the legalization (laundering) of proceeds from crime and the 

financing of terrorism, or other information at the request of the PS Operator, non-fulfillment of 

the criteria for participation in the Payment System, the Operator has a right to terminate his/her 

participation in the System.
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Appendix No. 1  

to the Rules of the Payment System dengi.ru  

Ensuring the uninterrupted functioning of the System 

Risk management system 

1. Risk management system in the payment system. 

1.1. Organization of the risk management system. 

1.1.1. Risk management system in the Payment System is understood as a set of measures and 

methods to reduce the likelihood of adverse consequences for the uninterrupted functioning of the Payment 

System (hereinafter referred to as the UFPS), taking into account extent of damage caused. 

1.1.2. PS operator organizes and ensures the functioning of the risk management system in the 

PS. 

1.1.3. To organize risk management activities in the PS, PS Operator has a right to develop and 

approve methodological documents that define risk management principles, distribution of functions, 

which coordinated execution allows PS Operator to manage risks in the PS effectively, including their 

identification, analysis and assessment, limitation, monitoring and control. 

1.1.4. Main internal documents in the field of risk management in the PS are: 

• Risk Management Regulations of the Payment System dengi.ru (hereinafter referred to 

as the Risk Management Regulations, is an integral part of these Rules); 

• Procedure for ensuring the uninterrupted operation of the Payment System dengi.ru (is 

an integral part of these Rules); 

• Methodology for analyzing UFPS indicators, analyzing level of risks and updating UFPS 

risk profiles of Payment System Operator dengi.ru (an internal document of PS Operator that is not subject 

to publication in open sources). 

1.1.5. Risk management system of the Payment System provides for the following activities to be 

carried out by the PS Operator: 

1) determination of organizational structure of risk management; 

2) determination of functional responsibilities of persons responsible for risk management or 

relevant structural units; 

3) bringing the relevant information about risks to the management bodies of PS Operator; 

4) determination of indicators of uninterrupted functioning of the payment system; 

5) determination of procedure for ensuring the uninterrupted functioning of the payment system; 

6) determination of risk analysis methods in the Payment System, including risk profiles; 
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7) determination of information exchange procedure necessary for risk management; 

8) determination of coordination procedure in disputable, non-standard and emergency situations, 

including system failures; 

9) determination of change order of operational and technological means and procedures; 

10) requirements for business continuity and recovery plans; 

11) determination of the procedure for information security in the Payment system; 

12) establishment of quality assessment procedure of functioning of operational and 

technological means, information systems: 

− every two years System Operator takes a quality assessment of functioning of operational and 

technological means and information systems of the System by involving an independent 

organization; 

− System Operator independently selects an involved independent organization; 

− in case of providing such an independent organization with confidential information for the 

purpose of quality assessment of functioning of operational and technological means and 

information systems of the System, System Operator is obliged to conclude an agreement on non-

disclosure of confidential information with such an independent organization; 

− as a result of quality assessment of functioning of operational and technological means and 

information systems of the System by an independent organization, System Operator has a right 

to make a decision to change operational and technological means and procedures of the System; 

Participants and PISP have a right, at their own discretion and at their own expense, to assess the 

quality of functioning of operational and technological means and information systems on the 

side of the Participants and PISP by involving independent organizations. 

1.2. Determination of organizational structure of risk management, that ensures control over 

fulfillment of risk management requirements established by these Rules by the Participants and PIS 

Operators. 

1.2.1. Payment System uses the following organizational risk management model: PS uses an 

organizational risk management model, when functions of assessment and management are performed by 

System Operator independently (regardless of the Participants), but reserves the right to request 

information and set requirements for the Participants within the framework of management risks. 

Participants independently (regardless of System Operator) manage their risks. 

1.2.2. System Operator determines his/her own organizational structure for risk management and 

functional responsibilities of officials and management bodies responsible for risk management. 

1.2.3. Organizational structure of risk management of System Operator consists of: 

• Chairman of the Board of System Operator; 
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• Board of System Operator; 

• Risk Management Services of System Operator. 

1.2.4. Officials and management bodies of System Operator, who are part of organizational 

structure of risk management, have a right to request information from any Payment Infrastructure Service 

Provider or Participant provided for in clause 1.8 of this Appendix to the System Rules. 

1.2.5. Payment System Subjects: Payment Infrastructure Service Providers and Participants 

independently organize their own organizational risk management structure specific to their type of activity 

and participation in the Payment System, while providing System Operator with all the necessary 

information to implement UFPS principles. 

1.2.6. Organizational structure of risk management of System Subjects (Payment Infrastructure 

Service Providers and Participants) should include, among others, appointment of responsible employees 

and (or) empowerment of the departments responsible for risk management of the System Subject in the 

Payment System, development of internal documents of the System Subject for risk management, as well 

as consider activities of the System Subject as a whole, including in the context of activities not related to 

participation in the Payment System, if such activity may become a source of risk affecting the ability of 

the System Subject to comply with the requirements of these Rules or meet criteria for participation in the 

Payment System. System Subjects are responsible for implementation of risks in their activities in 

accordance with these Rules and requirements of the Legislation. 

1.3. Definition of functional duties of System Subjects, management bodies and officials 

responsible for risk management of the Payment System. 

Functional duties and powers between System Subjects (PS Operator, Payment Infrastructure 

Service Providers and Participants) are distributed as follows: 

1.3.1. System Operator determines the Regulations on risk management, list of documents, 

procedures and templates that should be used as part of risk management and UFPS, including: 

1.3.1.1. Board of System Operator: 

− considers and agrees on assessment criteria for PS Risk Management System and procedure to 

conduct this assessment; 

− forms proposals and recommendations based on assessment results of the Risk Management 

System; reviews and approves reports on operation results of PS Risk Management System by the 

Operator’s Risk Management Service, 

− coordinates activities and monitors compliance with procedure to ensure UFPS by Subjects; 

− defines UFPS indicators. 

1.3.1.2. Chairman of the Board of System Operator: 

− receives the results of risk assessment and information on the results of monitoring risk levels 

in the Payment System from the Risk Management Service, 

− approves the list of activities within the framework of measures to respond to significant risks, 
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− reviews risk profile, appoints risk owners, 

− organizes allocation of resources for implementation of activities within the framework of 

measures to respond to significant risks in PS, 

− monitors compliance with risk management requirements in the Payment System; 

− coordinates the activities of employees and structural subdivisions of System Operator and 

System Subjects in the process of risk management of the Payment System. 

1.3.1.3. Risk Management Service of System Operator: 

• organizes procedure for developing and updating the Payment System Rules and internal 

documents of System Operator in terms of regulating procedures for risk managing of the 

Payment System and UFPS ensuring; 

• organizes UFPS risk analysis; 

• organizes activities necessary to achieve and maintain an acceptable level of UFPS risks; 

• coordinates relations of employees of System Subjects to manage UFPS risks; 

• defines risk management measures; 

• defines and implements risk management methods; 

• organizes development of continuity and recovery plans of System Operator in case of 

unforeseen circumstances, including emergencies; 

• controls verification (testing) and revision of continuity and recovery plans by the Payment 

Infrastructure Service Providers at least once every two years; 

• organizes monitoring and analysis of risk level in the Payment system on an ongoing basis, 

• generates and analyzes reporting on PS risks, promotes development of the Operator’s risk 

culture, monitors execution of instructions by the Operator’s employees as part of measures to 

respond to significant risks in PS. 

1.3.1.4. Internal Audit Service of the System Operator conducts an assessment of the risk 

management system in the Payment System, in the form of a scheduled audit, according to the plan 

approved by the Board of Directors, at least once every three years. 

1.3.1.5. Structural divisions or officials of System Operator, whose duties include analysis and 

assessment of identified risks in the PS, monitoring risk level in the PS, development and implementation 

of measures related to risk management in the PS, are determined by System Operator by internal 

regulatory documents, Regulations on assessment and management operational risk, as well as the System 

Rules. 

1.3.1.6. Duties of System Operator divisions responsible for quality and reliability of information 

systems functioning (normal functioning of IT resources of the payment infrastructure) include: 

• UFPS ensuring in terms of maintaining the regular functioning of IT resources of the payment 

infrastructure; 

• Monitoring of incidents that affect UFPS, their documentation and analysis (including 

description of incident nature and probable causes of its occurrence and possible 

consequences); 

• Notification of the Risk Management Service about incidents affecting UFPS; 
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• Initiation of supplementing risk profiles in the PS with risk events (risks) identified, including 

in the case of incidents that led to suspension of PIS rendering, but not reflected in risk profiles 

in the PS as a risk event (risk); 

• Ensuring quality assessment of functioning of operational and technological means, 

information systems by an independent organization. 

1.3.1.7. Duties of System Operator divisions responsible for ensuring the information security 

during the Transactions include: 

• Ensuring the uninterrupted functioning of the PS in terms of ensuring the information security 

of the payment infrastructure (ensuring information security); 

• Initiation of supplementing risk profiles in the PS with risk events (risks) identified, including 

in the case of incidents that led to suspension of PIS rendering, but not reflected in risk profiles 

in the PS as a risk event (risk). 

1.3.1.8. Risk management in the Payment System within the framework of organizational 

structure of System Operator's risk management is performed by employees of the System Operator's 

structural subdivisions within their powers and functional duties of structural subdivisions in terms of risk 

management. Distribution of responsibilities for risk management in the Payment System between the 

structural subdivisions of System Operator is established in the regulations on structural subdivisions, 

orders, job descriptions of employees and other internal documents of System Operator. 

1.3.1.9. System Operator is responsible for managing general commercial risk and systemic risk 

within his/her own organizational structure to manage these types of risks, and also, if necessary, develops 

internal regulatory documents, including appropriate risk analysis methods in accordance with the 

requirements of these Rules and the Risk Management Regulation. 

1.3.1.10. System Operator determines procedure for fulfillment of obligations of the Participants 

under Transactions: 

• Fulfillment of obligations of the Participants under Transactions is ensured by: 

• Ensuring that System Operator maintains its own financial stability, namely, liquidity, 

compliance with economic regulations, maintenance of financial performance in 

accordance with the requirements of the Bank of Russia, ensuring sufficient funds on 

its accounts for timely payments of the System Participants. 

• Ensuring possibility to accept Transfers by the Participant - Sender within the 

Participant's Settlement Limit. Participant's settlement limit is controlled by 

Operational Center in the PC. 

• Fulfillment of obligations of the Participants to transfer funds by Settlement Center 

within the limits of the balance of funds on the Participant's bank account at the time 

of settlement. 

• Organizational measures aimed at maintaining by the Participants the Participant's 

Settlement Limit, as well as balance of funds on the Participant's accounts in an amount 

sufficient to carry out Transactions and fulfill other obligations established by these 

Rules, agreement concluded between the Participant and Settlement Center. 
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• Compliance with the sequence of execution of Participants' orders by System Operator 

in accordance with the Legislation, provided there are sufficient funds on the 

Participant's account. 

• Analysis and study of financial reporting, other information and documents of the 

Participants by System Operator, as well as quality and completeness of the 

Participant's fulfillment of requirements of System Operator, determined by these Rules 

and the agreement concluded between the Participant and Settlement Center. 

• Possibility of debiting funds from Participants' accounts opened with Settlement Center 

without additional order of the Participant on the terms of prior acceptance in cases 

established by these Rules and the agreement concluded between the Participant and 

Settlement Center. 

• When making settlements within the System, Settlement Center, subject to the prior 

acceptance provided by the Participant, is entitled to debit funds from the Participant's bank 

accounts opened with Settlement Center. If the Participant has no or insufficient funds on 

the account opened in Funds Transfer Currency, Settlement Center has a right to convert 

foreign currency / Russian rubles at the rate established in the System at the time of 

Transaction, in the amount necessary to fulfill obligations of the Participant, from the 

accounts, opened in another currency in Settlement Center, and use the received funds to 

pay off the Participant's debt. 

1.3.1.11. Creation of a guarantee fund in the PS is not provided. 

1.3.1.1.11. If it is impossible to fulfill obligations by the Participant: 

- Participant sends a message about the impossibility to fulfill obligations to System Operator with 

an indication of the reason via the Agreed Communication Channels. 

- System Operator, after receiving the message specified in the previous paragraph, has a right to 

apply the measures to the Participant provided for by these Rules, including suspend the Participant's 

participation in the System. 

- In case of impossibility or improper execution of the payment received from System Operator, 

System Participant notifies System Operator about it in the manner prescribed by the bank account 

agreement concluded between the Participant and Settlement Center during the transaction time. 

- If necessary, System Operator has a right to change its route for the purpose of fulfilling payment 

obligations. 

1.3.2. Payment infrastructure service providers ensure compliance with these Rules, concluded 

agreements, requirements of the Legislation, use provisions, procedures and templates established by 

System Operator in terms of UFPS risk assessment and management, are responsible for regular risk 

assessment and implementation of risk management methods, including: 

Settlement center: 

• ensures compliance with the Rules of the System, concluded contracts, requirements of the 

Legislation; 

• ensures the uninterrupted functioning of technological means, information systems used in the 

operation of the Payment system to  
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ensure the proper level of UFPS, established by these Rules; 

• is responsible for risk management within the limits of its functional duties in the Payment 

system in accordance with the requirements of these Rules and the Risk Management 

Regulation, among others, creates or uses its own risk management organizational structure; 

• ensures detecting and identification of information security risk in the Payment System, in 

relation to its own information infrastructure, ensures identification and analysis of information 

security risk in the Payment System due to imperfection of information security methods in 

the Payment System, including non-use or shortcomings of technical measures to protect 

information, and also develops internal regulatory documents, including methods for detecting, 

identifying and analyzing information security risks; 

• maintains an acceptable level of credit risk and liquidity risk in order to ensure the proper level 

of UFPS established by these Rules; 

• organizes the activities necessary to maintain an acceptable level of credit risk and liquidity 

risk, including making settlements between the Participants in the manner and terms 

established by these Rules; 

• provides information about incidents that affect UFPS indicators. 

1.3.3. Participant: 

• ensures compliance with the Rules of the System, concluded contracts, requirements of the 

Legislation; 

• ensures the uninterrupted functioning of technological means, information systems used in the 

operation of the Payment system to ensure the proper level of UFPS, established by these 

Rules; 

• ensures information security in accordance with applicable Legislation, requirements of these 

Rules and internal documents of System Operator, that are part of these Rules in terms of 

regulating information security procedures; 

• takes measures to maintain funds balance required for settlements on its bank account in 

Settlement Centre; 

• is responsible for risk management within the limits of its functional duties in the Payment 

system in accordance with the requirements of these Rules and the Risk Management 

Regulation, among others, creates or uses its own organizational structure for risk 

management, ensures detecting and identification of information security risk in the Payment 

System, in relation to his/her own information infrastructure, ensures identification and 

analysis of information security risk in the Payment System, due to imperfection of information 

security methods in the Payment System, including non-use or deficiencies in technical 

measures to protect information, and also develops internal regulatory documents, including 

information security risk analysis methods in accordance with the requirements of these Rules 

and the Risk Management Regulation; 
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• Determines internal structural divisions or officials responsible for monitoring and activities 

related to risk management in the PS, as well as procedure for informing System Operator 

about events related to risk management in the PS, in the manner prescribed by the legislation 

of the Russian Federation, the Rules; 

• Immediately inform System Operator about events that negatively affect the financial position 

of the Participant or his/her ability to fulfill his/her obligations, about events that caused 

disputable, non-standard and emergency situations, including system failures, results of the 

investigation of these events, analysis of their causes and consequences. 

1.4. Bringing relevant information about risks to the management bodies of System Operator. 

1.4.1. Employees of structural subdivisions of System Operator are accountable to the Chairman 

of the Board of System Operator. 

1.4.2. Communication of information about risks of System Operator and risks of the Payment 

System to the Chairman of the Board of System Operator and the Board of System Operator in the form 

of regular reporting is regulated by the Regulation on Risk Management and internal documents of System 

Operator, developed in accordance with the requirements of these Rules and requirements of the 

Regulation on Risk Management. 

1.4.3. The Chairman of the Board of System Operator independently determines the regularity 

and procedure for communicating information about risks by employees of the structural divisions of 

System Operator, if it is necessary to urgently respond to significant risks in the Payment System, and may 

also organize meetings of heads of structural divisions of System Operator or take other actions within the 

scope of his/her powers as an urgent response to identified significant risks in the Payment System. 

1.4.4. Participants and Payment Infrastructure Service Providers are obliged to: 

• not later than the next working day after the discovery of the incident, inform System 

Operator about the occurrence of incidents that caused malfunctions of the software, other 

hardware and software systems involved in the implementation of Transactions (including 

system failures) and about the occurrence of emergencies to e-mail sos@131.ru with the 

content of information disclosed in the Procedure for ensuring the uninterrupted operation of 

the Payment system dengi.ru. 

1.4.4.1. As part of their functional duties, Payment Infrastructure Service Providers are required 

to: 

• at the request of System Operator, provide information on risks and incidents with a detailed 

description of the causes of incidents that violated the threshold values of UFPS Indicators, 

with a description of each identified case of incidents, indicating consequences and response 

measures taken (the list of necessary information is disclosed in Appendix No. 1 of the 

Procedure for Ensuring uninterrupted operation of the Payment System dengi.ru) not later 

than 5 (five) working days from the date of request receipt. 
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1.4.5. Consolidated information on all incidents that have occurred in the Payment System is 

brought by the Risk Management Service of System Operator in the form of a report to the attention of the 

Chairman of the Board of System Operator on a quarterly basis (no later than 45 calendar days from the 

date of the quarter end). 

1.4.6. Risk Management Service of System Operator informs about general level of risks in the 

Payment System at least once a year in the form of reports to the Chairman of the Board of System 

Operator. 

1.5. Determination of UFPS indicators in accordance with requirements of Bank of Russia 

regulations. 

1.5.1. Payment System defines the following indicators of the uninterrupted operation of the 

Payment System (hereinafter referred to as UFPS Indicators): 

1.5.1.1. Indicator P1 is an indicator of recovery duration of PIS rendering (hereinafter - P1), which 

characterizes the period of time for recovery of rendering of services by Payment Infrastructure Service 

Providers in the case of suspension of PIS rendering, including due to a violation of the requirements for 

ensuring information security by funds transfers; 

1.5.1.2. Indicator P2 is an indicator of continuity of PIS rendering (hereinafter referred to as P2), 

which characterizes the period of time between two consecutive events that occurred in the Payment 

System, which led to violation in PIS rendering that meets the requirements for rendering of services, 

including due to violations of the requirements for ensuring information security in the implementation 

transfers of funds (hereinafter referred to as incidents), which results in suspension of PIS rendering. 

Suspension (termination) of participation in the Payment System in the cases provided for by these Rules 

in accordance with clause 4, part 1, article 20 of Law No. 161-FZ is not considered as an incident; 

1.5.1.3. Indicator P3 is an indicator of compliance with the regulations (hereinafter referred to as 

P3), characterizing that the Payment Infrastructure Service Providers comply with the start time, end time, 

duration and sequence of procedures performed by the Payment Infrastructure Service Providers by 

rendering of transaction services, payment clearing services and settlement services provided for in Parts 

3 and 4 of Article 17, Part 4 of Article 19 and Parts 1 and 8 of Article 25 of Law No. 161-FZ (hereinafter 

referred to as statement of procedures); 

1.5.1.4. Indicator P4 is an indicator of availability of Operational Center of the Payment System 

(hereinafter referred to as P4), characterizing rendering of operational services by Operational Center of 

the Payment System; 

1.5.1.5. Indicator P5 is an indicator of change in the frequency of incidents (hereinafter referred to 

as P5), characterizing rate of incidents frequency increase on the side of Payment Infrastructure Service 

Providers and System Participants. 

1.5.2. Payment System defines the following threshold values for UFPS Indicators: 

1.5.2.1. Threshold level for the value of indicator P1 is 6 hours for each of the Payment 

Infrastructure Service Providers; 

1.5.2.2. Threshold level for the value of indicator P2 is 24 hours for each of the Payment 

Infrastructure Service Providers; 

1.5.2.3. Threshold level for the value of indicator P3 is 98.00%; 

1.5.2.4. Threshold level for the value of indicator P4 is 96.00% for Operational Center; 

1.5.2.5. The threshold level of the value of the indicator P5 is 15.00%. 
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1.5.3. System Operator establishes and revises threshold levels of UFPS Indicators based on the 

results of risk assessment in the Payment System and analysis results of impact on UFPS of incidents that 

have occurred. 

1.5.4. Methodology is determined for its calculation and assessment of each indicator based on 

primary information on the functioning of the elements of the Payment system. 

1.5.5. Calculation procedure, its frequency and analysis of actual values of UFPS Indicators are 

regulated by the internal document of System Operator, Procedure for ensuring the uninterrupted operation 

of the Payment System dengi.ru, which is an integral part of these Rules. 

1.6. Determination of procedure for UFPS ensuring in accordance with the requirements of the 

regulations of the Bank of Russia. 

1.6.1. UFPS ensuring is a set of measures organized by System Operator aimed at identifying and 

preventing violations of the requirements of the Legislation, these Rules, agreements concluded with and 

between System Subjects, other violations of proper functioning, as well as recovery of proper functioning 

of the Payment system in case of malfunction. 

1.6.2. In order to ensure an appropriate UFPS level, System Operator establishes a procedure for 

implementation of coordinated activities aimed at achieving, confirming and maintaining an acceptable 

UFPS level, by all System Subjects which includes: 

• organization of risk management in the Payment System in accordance with these Rules, 

Regulations on Risk Management and internal documents of System Operator, Payment 

Infrastructure Service Providers and Participants; 

• organization of operation continuity management of the Payment System in accordance with 

these Rules, Regulations on Risk Management, Procedure for Ensuring the Continuity of 

Operation of the Payment System dengi.ru and internal documents of System Operator, 

Payment Infrastructure Services Providers and Participants in terms of operation continuity 

management of the Payment System; 

• organization of relations between System Operator, Payment Infrastructure Service Providers 

and Participants in accordance with these Rules, Risk Management Regulation, Procedure for 

Ensuring the Uninterrupted Operation of the Payment System dengi.ru and internal documents 

of System Operator, Payment Infrastructure Service Providers and Participants in terms of 

UFPS ensuring; 

• System Operator exercises control over compliance with the procedure for UFPS ensuring by 

the Payment Infrastructure Service Providers and the Participants. 

1.6.3. System Operator, PISP are required to have business continuity and recovery plans 

(hereinafter referred to as BCRP), as well as to ensure their testing and revision at least once every two 

years. BCRP should comply with the requirements and recommendations of the Bank of Russia in terms 

of ensuring and restoring business continuity (Regulation of the Bank of Russia No. 242-P “On 

organization of internal control in credit institutions and banking groups”) and requirements of article 

1.10.2. of the Appendix to the Rules. 
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1.6.4. System Operator, PISP, when carrying out activities to ensure UFPS, are guided by these 

Rules, as well as concluded agreements. There is no requirement that PIS providers have additional internal 

documents other than BCRP on the procedure for UFPS rendering. 

1.6.5. System Operator has a right to request confirmation of BCRP availability, their testing and 

revision at least once every two years from PISP. 

1.6.6. In order to ensure an adequate UFPS level, System Operator is obliged to ensure a 

guaranteed level of uninterrupted PIS rendering and the period of time when PIS rendering should be 

restored in case of suspension of their rendering, which are determined by: 

• actual values of UFPS Indicators P1, P2, P3, P4, P5 for the reporting period at an acceptable 

level, not below than established threshold values of these Indicators; 

• time period when PIS rendering should be recovered in accordance with the requirements for 

the provision of services - not more than 6 hours. If the specified threshold value is exceeded, 

this event is recognized as PIS suspension (termination); 

• guaranteed recovery time for PIS rendering, that meets the requirements for the provision of 

services, in case of violation of specified requirements, within and not later than 72 (seventy-

two) hours from the moment System Operator registers an incident or realized risk event that 

disrupted the uninterrupted functioning of the Payment System. 

1.6.7. Based on the actual values of calculated UFPS Indicators, given in accordance with the 

internal document of System Operator, Procedure for ensuring the uninterrupted functioning of the 

Payment System dengi.ru, System Operator determines the following criteria and modes of operation of 

the Payment System: 

1.6.7.1. The following modes of functioning of the Payment system are defined in the System: 

• Standard - the functioning of the Payment System in the normal mode, when none of UFPS 

Indicators exceeds the threshold values; 

• Permitted - functioning of the Payment System with violations of UPPS Indicators that affect 

UFPS, but do not lead to violation in te functioning of the Payment system; 

• Critical - functioning of the Payment system with violations of UFPS Indicators, affecting 

UFPS, and leading to impossibility of rendering services of the Payment system. 

1.6.7.2. If the Payment System switches from Standard Mode to Permitted Mode, System Operator 

analyzes the causes and consequences of such change and determines measures to change to Standard 

Mode and timing of their implementation. 

1.6.7.3. If Payment System switches from Standard mode or Permitted mode to Critical mode, 

System Operator immediately takes measures to find out reasons for such change, including by BCRP 

activating, if necessary. 
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Actions to return the functioning of the Payment system to Standard mode or Permitted mode of 

functioning are performed round-the-clock. 

1.6.7.4. When the Payment System switches to Critical mode of functioning, the Department of 

the National Payment System of the Bank of Russia is notified hereon, indicating change reasons, detailed 

description of the incident that caused such change and actions taken by System Operator to return to 

Standard mode or Permitted mode of functioning of the Payment System. 

1.6.7.5. Determination of risk analysis methods in the Payment System, including risk profiles, in 

accordance with the requirements of Bank of Russia regulations. 

1.7.1. Assignment of risk analysis methods in the Payment System 

Methods of risk analysis in the Payment system provide and include: 

• performing risk identification procedures in the Payment System at least once a year; 

• conducting risk analysis in the Payment System; 

• identification of events, which implementation may result into an incident (hereinafter referred 

to as risk events), and determination of the risk level, characterized by the likelihood of risk 

events occurring and the magnitude of the possible consequences of their implementation, for 

each of the identified risk events; 

• determination of inherent risk level for each of the identified risks in the Payment System 

before applying risk management methods in the Payment System, as well as level of 

acceptable risk; 

• identification of significant risks in the Payment System; 

• determination of residual risk level for each of the significant risks in the Payment System after 

applying risk management methods in the Payment System; 

• formation and maintenance of up-to-date lists of business processes; 

• development and maintenance of up-to-date classifiers (structured lists) of risks in the Payment 

System, risk events, causes of risk events; 

• analysis of business processes in the Payment System, including analysis of program and (or) 

technological means of Payment Infrastructure Service Providers, given the fact that they 

attract service providers, and other factors affecting UFPS; 

• formation of list of possible risk events for each business process, indicating causes of risk 

events and their consequences; 

• determination of inherent risk level for each of the identified risks in the Payment System 

before applying risk management methods in the Payment system and establishing an 

acceptable level of risk; 

• comparison of inherent risk level before applying risk management methods in the Payment 

System and acceptable risk level for each of the identified risks in the Payment System to 

determine significant risks in the Payment System; 

• application of risk management methods in the Payment System for each of the significant 

risks in the Payment System and subsequent determination of residual risk level after 

application of risk management methods in the Payment System; 
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• comparison of residual risk levels after application of risk management methods in the 

Payment System and acceptable risk level for each of the significant risks in the Payment 

System and making a decision on the need to apply other risk management methods in the 

Payment System in addition to the previously applied methods; 

• monitoring of risks in the Payment System, including levels of residual risks in the Payment 

System, their compliance with acceptable risk level; 

• compiling and reviewing (updating) of profile of each of the identified risks in the Payment 

System, including the profile of the risk of UFPS violation. 

1.7.2. System Operator assesses and analyzes risks in the Payment System at least once a year 

using the following methods of risk analysis in the Payment System, including profiles of each significant 

risks, but not limited to the methods listed below: 

1) Methodology for assessing the acceptable risk level is described in paragraph 1.7.4 of the 

current Appendix to these Rules; 

2) Methodology for analyzing UFPS indicators, analyzing risk level and updating UFPS risk 

profiles; 

3) Methodology for identification of significant risks of LLC “Bank 131”. 

1.7.2.1. System Operator conducts an unscheduled assessment of all risks in the Payment System 

when making changes to one or more business processes. An unscheduled assessment of all risks in the 

Payment System should be completed not later than six months from the date of updating. 

1.7.2.2. System Operator conducts an unscheduled assessment of individual risks (individual risk) 

in the Payment System: 

when an event occurs, which implementation results into suspension (termination) of PIS provision 

and which description is not provided for in the risk profile, or negative consequences of its implementation 

exceed the negative consequences provided for this event in the risk profile; 

when it is established, based on the results of risk monitoring carried out by the Payment System 

Operator, that the actual risk level approaches acceptable risk level, when recovering of PIS provision that 

meets service requirements, including recovering of PIS provision in case of suspension of their provision, 

is carried out within the time periods established by the Payment System Operator, and the expected 

damage from which the Payment System Operator is ready to accept without applying risk management 

methods in the Payment System; 

when identifying a significant risk in the Payment System, when inherent risk level before applying 

risk management methods in the Payment System may exceed or has exceeded acceptable risk level. 

An unscheduled assessment of individual risks (individual risk) in the Payment System should be 

completed not later than four months from the date of events occurrence provided for in clause 1.7.2.2. 

paragraphs two and three, or from the date of significant risk identification in the Payment System specified 

in paragraph four of clause 1.7.2.2. 

A planned assessment of all risks in the Payment System is carried out by the System Operator at 

least once every three years, taking into account information about events that occurred in the Payment 

System since completion of the previous scheduled or unscheduled assessment of all risks in the Payment 

System and led to the suspension (termination) of PIS provision. 
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1.7.3. Definition, including acceptable level of each identified risk of UFPS violation, is performed 

by the internal structural divisions of System Operator with methodological support by the Risk 

Management Service of System Operator in accordance with these Rules, Risk Management Regulations 

and internal documents of System Operator and is approved by the decision of the Chairman of the Board 

of System Operator. 

1.7.4. Methodology for assessing the acceptable risk level. 

Risk level is calculated on the basis of a comprehensive risk assessment, determined by the risk 

probability level and risk effect level on UFPS, and is calculated using the following formula: 

R = P * L, where: 

R - risk level; 

P - probability of risk occurrence; 

L - risk effect level. 

Assessment results of each identified risk are reflected, including in the risk map of the following 

format: 
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 Critical risk 

 Significant risk 
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Modest risk - occurrence of risk will not lead to temporary inoperability of individual PIS services 

(does not affect the ability to conduct main business), allows the Payment System to operate in Standard 

Mode and leads to insignificant costs for eliminating risk factor in the Payment System. 

Significant risk is a risk, which level is higher than the level of acceptable risk, implementation of 

significant risk may lead to temporary inoperability of certain PIS services, allows the Payment System to 

operate in the Permitted Mode, may lead to costs for eliminating risk factors, but does not affect the 

functioning of the Payment System in general. As a rule, significant risks are new risks with an inherent 

risk level. 

Critical risk - occurrence of risk has a significant effect on UFPS provision (functioning of the 

Payment System in Critical Mode). 

System Operator determines the acceptable level of risk in the Payment System equal to the level 

of Moderate risk. 
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Risk level of UFPS violation is determined taking into account risk profiles of the Payment system, 

containing a detailed description of each risk. 

Probability and effect of each risk is determined on a five-point scale. Risk probability reflects 

possibility of occurrence of the most risky event. 

Score Percentage 

range 
Interpretation 

for repeated events for one-time events 

1 (Very low) 1-10% The event is likely to occur no 

more than once every 10 years 

Chances for the event to occur 

are low 

2 (Low) 10-20% The event is likely to occur once 

every 5-10 years 

The event is more likely not to 

occur than to occure 

3 (Average) 20-50% The event is likely to occur once 

every 2-5 years 

Chances of the event to occur 

are estimated as "50 to 50" 

4 (High) 50-70% The event is likely to occur in 

the next year or two. 

The event is more likely to 

occur than not to occur 

5 (Very high) >70% The event is likely to occur in 

the coming year 

Chances for the event to occur 

are high 

 

Risk effect level is determined according to the rating scale of risk materiality. 

Score Financial impact 

1 (Very low) Minor loss (damage) 

2 (Low) Appreciated loss (damage) 

3 (Average) Severe loss (damage) 

4 (High) Critical loss (damage) 

5 (Very high) Shock loss (damage) 

 

1.7.5. Methodology for assessing the acceptable risk level is used in the following internal 

documents of System Operator: 

• Methodology for analyzing UFPS indicators, analyzing risk level and updating UFPS risk 

profiles. 

• Methodology for identifying significant risks of LLC “Bank 131”. 

The above Methodologies are based on the Methodology for assessing the acceptable risk level, 

describes procedure order for identifying and analyzing risks in the Payment System, including identifying 

events, which implementation may lead to an incident (risk event), and specifies procedure for determining 

for each of the identified risk events of risk rate, characterized by the probability of risk occurrence and 

rate of possible consequences of their implementation, including procedure for determining the following 

risk levels: 

• inherent risk; 

• acceptable risk; 
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• residual risk. 

1.7.6. Risk analysis methods specified in clause 1.7.5 of the current Appendix to the Rules describe 

the procedure for applying response measures and risk management methods in the Payment System for 

each significant risk of the Payment System. 

1.7.7. Classification of risks in the Payment system. 

System Operator determines classification or main types of risks in the Payment System, 

approaches and risk management procedures are described in the Risk Management Regulation, which is 

part of these Rules and internal documents of System Operator. 

1.7.8. Risk management system provides for the following risk management methods: 

• Settlement within the funds provided by the Participants (in relation to the Participants who 

have opened bank accounts with Settlement Center - System Operator, as well as with involved 

Settlement Centers that apply settlement procedure similar to the procedure used by System 

Operator); 

• setting limit size (limits) for obligations of the Participants, taking into account risk level; 

• implementation of regular monitoring of compliance with these Rules by the Participants; 

• suspension of participation in the Payment System in cases of violation by the Participant of 

these Rules. 

1.8. Determination of procedure for information exchange necessary for risk management. 

1.8.1. In order to manage risks in the Payment System, System Operator receives information 

about incidents, including violation incidents of information security requirements that had a negative 

impact on the uninterrupted functioning of the Payment System. System Operator systematizes, processes, 

accumulates and stores such information. 

1.8.2. Information requested by System Operator includes information about incidents related to 

settlement services and payment clearing services. 

1.8.3. Information exchange between System Subjects and documentation support of their 

activities to ensure UFPS is performed via the Agreed Communication Channels. 

1.8.4. Delivery of information by Payment Infrastructure Service Providers to the System 

Operator: 

System Operator (the head of structural unit or an employee of structural unit on behalf of the head) 

may request the provision of any information from Settlement Center (except when the functions of the 

Settlement Center are performed by the Bank of Russia) at any time in writing, including by e-mail, which 

is about the performance of their billing functions. This request will include a date by which the specified 

information should be provided. The requested information should be provided in the requested form and 

sent to the address specified in the request. 

1.8.5. Delivery of information by the Participants to System Operator: 
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Participant is obliged to provide any information on the issue provided for by these Rules, if this 

information is requested in writing, including by e-mail, by System Operator (head of structural unit or 

employee of structural unit on behalf of the head). This request will specify a date by which the specified 

information is required to be provided, which should be at least fifteen (15) calendar days from the date of 

the request. The requested information should be provided in the requested form and sent to the address, 

including the electronic one, specified in the request. 

1.8.6. If the information requested by System Operator contains information constituting a 

commercial or other legally protected secret of System Subject, System Operator undertakes to ensure the 

storage of such information in accordance with the requirements of the Legislation. System Operator has 

a right to provide such information to third parties in the following cases: 

- delivery of such information to third parties is provided by legal requirements, or 

- information becomes publicly available without distribution of such information by System 

Operator, or 

- information is provided to third parties with the prior written consent of the owner of the 

information. 

1.8.7. Participants, as well as Settlement Center, may not unreasonably refuse to provide System 

Operator with the requested information. If delivery of information by the Participants is prohibited in 

accordance with the Legislation / national legislation, the Participant refuses to provide System Operator 

with information indicating the reason for refusal and referring to provisions of the relevant regulatory acts 

of the Russian Federation / national legislation. 

1.8.8. Each Participant or Payment Infrastructure Service Provider is obliged to ensure compliance 

with the current Legislation when providing System Operator with the requested information, including 

compliance with the law on the personal data security. 

1.9. Determination of of change order for operational and technological means and procedures. 

1.9.1. System Operator determines procedure to introduce changes to operational and 

technological means that ensure the functioning of the Payment System in accordance with the 

requirements of these Rules and the following internal documents of System Operator: 

• Regulations on risk management; 

• Procedure for ensuring the uninterrupted functioning of the Payment System dengi.ru. 

1.9.2. System Operator determines his/her own organizational structure for controlling changes in 

operational and technological means, which is headed by the Director of Information Technology of 

System Operator. 

1.9.3. Payment System Subjects: Payment Infrastructure Service Providers and Participants 

independently organize their own organizational structure and make changes to operational and 

technological means that ensure  
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functioning of Subject within the Payment System in accordance with the requirements of these Rules. 

1.9.4. System Operator has a right to initiate changes to operational and technological means and 

procedures in the following cases: 

• change in the list, order or type of service rendering; 

• change of the current Legislation; 

• as part of responses to identified risks or vulnerabilities in operational and technological 

means. 

1.9.5. If change in operational and technological means and procedures requires changes to the 

Rules, System Operator makes appropriate changes in the manner prescribed by the System Rules. 

1.9.6. If change in operational and technological means and procedures does not require changes 

to the System Rules, System Operator sends the Participants a notification about the change in operational 

and technological means and procedures with a description of such changes, not later than 14 (fourteen) 

calendar days before the date when the relevant changes come into force. 

1.9.7. Participants are not entitled to make changes to operational and technological means and 

procedures for coordination with PS without consent of System Operator for proposed changes and timing 

of their implementation. 

1.9.8. System Operator has set the term for taking measures to transfer the Payment System 

Participants to service with another or newly attracted Payment Infrastructure Service Provider equal to 

90 (ninety) calendar days. 

1.10. Requirements for business continuity and recovery plans. 

1.10.1. According to the adopted risk management system, System Operator provides a set of 

measures to ensure UFPS, including development of BCRP Plan(s). 

1.10.2. In BCRP Plans System Operator: 

Determines list of incidents that violated / could disrupt continuous functioning of PS or its 

Participants, degree of their impact on UFPS. 

Determines list of affected operational processes, first of all, critical ones. 

Establishes time and procedure for actions to restore functioning of the Participants, PS and its 

components. 

Determines reserve components of PS functioning (network, computing, power supply, etc.). 

Provides list of measures to prevent occurrence of risk events (backup of PS data, redistribution of 

duties, powers and procedures between departments, employees, use of reserve capacities, facilities, use 

of alternative procedures and methods for executing orders to transfer funds, etc.). 
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Measures are determined by the transition to a reserve set of software and (or) hardware PIS means 

in case of PIS suspension and (or) violation of the established levels of PIS provision, as well as measures 

taken in case of inoperability of systems and services of service providers, which provision violation could 

lead to PIS suspension. 

1.10.3. In order to ensure UFPS, PIS Providers should develop BCRP Plan(s) taking into account 

the following requirements: 

requirements of clause 1.10.2. of this Appendix to the Rules; 

recommendations of the Regulations of the Central Bank of the Russian Federation No. 242-P “On 

Organization of Internal Control in Credit Institutions and Banking Groups” dated 16/12/2003. 
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Appendix No. 2  

to the Rules of the Payment System dengi.ru  

Procedure for ensuring information security 

1. Basic provisions. 

1.1. System Operator, Participants and PISP ensure document protection at all stages of the life 

cycle of payment documents. 

1.2. System Subjects are obliged to ensure information security in the System in accordance with: 

- requirements for information security established by the Government of the Russian 

Federation, including Decree of the Government of the Russian Federation No. 584 "On 

approval of the Regulations on information security in the payment system" dated June 13, 

2012; 

- Regulation of the Bank of Russia No. 719-P "On the requirements for ensuring information 

security by funds transfers and on the procedure for the Bank of Russia to exercise control over 

compliance with the requirements for ensuring information security by funds transfers" in the 

part related to funds transfer operators, respectively, payment system operators, 

- regulations of the Bank of Russia; 

- requirements of the legislation in the field of information security; 

- these Rules. 

1.3. Protected information in the System includes information used in the course of Transactions, 

including: 

— information on funds balances in the bank accounts of the Participants; 

— information contained in the orders of Clients, Participants and Payment Clearing Center; 

— other information subject to protection in accordance with the Legislation. 

1.4. System Subjects are not entitled to disclose information about the Operations and about the 

accounts of the Participants and their Clients (if any) to third parties, except for information transfer within 

the System and in cases provided for by the Legislation. 

1.5. Each Participant is obliged: 

1.5.1. comply with this Procedure in full; 

1.5.2. ensure secure transfer of personal data in any transfer of personal data; 

1.5.3. use procedures to detect loss or unauthorized disclosure of personal data. Immediately 

notify System Operator of any cases of unauthorized disclosure of personal data or 

unauthorized access to personal data; 

1.5.4. after termination of participation in the Payment System, erase or destroy personal data 

received by the Participant as part of participation in the System, in accordance with the 

requirements of the legislation of the Russian Federation,  
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except in cases where the continuation of the personal data processing is required in 

accordance with the legislation of the Russian Federation; 

1.5.5. ensure implementation of processes for detecting and identifying information security risk 

in the Payment System in relation to the Participant's information infrastructure subjects; 

1.5.6. ensure that the Participant identifies and analyzes information security risk in the System. 

2. Requirements for ensuring information security in the Payment system. 

2.1. Measures to ensure information security in the Payment system. 

2.1.1. System Subjects take organizational and technical measures to ensure information security 

during the entire process of exchanging electronic messages and other information during Transfer, 

including: 

performing risk analysis activities and determination of necessary and sufficient information 

security measures based on this analysis; 

creation and maintenance of functioning of structural unit for information security or appointment 

of official (employee) responsible for organizing information security; 

control of physical access to the premises where objects of their information infrastructure are 

located. 

2.1.2. To protect System services from possible destructive external influences when using public 

information networks, System Subjects ensure use of firewalls that meet the following conditions: 

- analysis and filtering of traffic in accordance with firewall rules; 

- blocking connections that do not fall under firewall rules; 

- blocking direct connections from the external network to protected resources; 

- division of network infrastructure into security segments. 

2.1.3. To protect information when transmitting it via public communication channels, 

Participants use cryptographic information security tools to encrypt protected information. 

2.1.4. In order to improve security of information systems that ensure operation of the System, 

System Operator, Participants and PISP intrusion detection and prevention systems and tools for analyzing 

the security of informatization objects are implemented, if possible, and also periodic analysis of 

information system vulnerabilities is performed. 

2.1.5. System Subjects ensure, if possible, the implementation of video surveillance systems, 

video registration and physical access control at informatization facilities. 

2.1.6. System Subjects are obliged to periodically raise the awareness of employees of 

organizations on the procedure for applying organizational and technical measures to protect information. 
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2.1.7. To analyze information security in the Payment System, requirement set for assessing the 

fulfillment by Operator and Participants of the requirements for ensuring information security by funds 

transfers is defined: 

2.1.7.1. System Subjects are required to undergo annual penetration testing and analysis of 

information security vulnerabilities of information infrastructure objects of the Payment System. 

2.1.7.2. System Subjects should ensure at least once every two years, and also at the request of the 

Bank of Russia, that information security compliance is assessed in accordance with the national standard 

of the Russian Federation GOST R 57580.2-2018 by funds transfers (hereinafter referred to as compliance 

assessment). System Operator, Participant, Payment Infrastructure Service Provider should ensure a 

compliance level 4 at least in accordance with GOST R 57580.2-2018; 

2.1.7.3. BPAs ensure implementation of the minimum level of information security for information 

infrastructure objects and compliance level three at least in accordance with GOST R 57580.2-2018; 

2.1.7.4. Compliance assessment is performed by the Participants with involvement of third-party 

organizations licensed to carry out activities for technical protection of confidential information, in 

accordance with the requirements of the legislation of the Russian Federation. 

2.1.7.5. Procedure for conducting conformity assessment and documenting its results is determined 

in accordance with the legislation of the Russian Federation. 

2.1.7.6. List of requirements for ensuring information security by funds transfers, which fulfillment 

is checked during the conformity assessment, is determined in accordance with the legislation of the 

Russian Federation. 

2.1.10. Not later than 10 working days after penetration testing and analysis of information 

security vulnerabilities, the Participants and PISP provide System Operator with the following information 

about the testing to the email address infosec@131.ru: 

- Name of the Subject who was tested; 

- Timing of testing; 

- Name of the third-party organization that performed the testing; 

- Final test result 

2.1.11. Not later than 20 working days after the conformity assessment, the Participants and PISP 

provide System Operator with information on the conformity assessment in the form of summary data to 

the email address infosec@131.ru, including: 

- Name of the Participant who performed the assessment; 

- Timing of assessment; 

- Name of the third-party organization that performed assessment, in accordance with the 

requirements of the legislation of the Russian Federation; 

- Table of assessments included in the report on the results of information security 

compliance assessment in accordance with GOST R 57580.2. 

2.1.9. Banking payment agents should perform conformity assessment of application software of 

automated systems and applications. According to BPA decision, conformity assessment of 
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application software is performed independently or with involvement of an auditing organization. 

2.2. Information security risk management in the Payment system. 

2.2.1. To manage the information security risk in the Payment System (hereinafter referred to 

as the IS risk) as one of the types of operational risk, which sources are: deficiencies in processes 

for ensuring information security, including deficiencies in applied technological measures for 

information security, deficiencies in application software of automated systems and applications, as 

well as non-compliance with requirements for specified activity processes by the Participants and 

PISP, implementation of the second level of information security for information infrastructure 

objects, defined by the national standard of the Russian Federation GOST R 57580.1-2017 "Security 

of financial (banking) transactions. Information security of financial organizations. Basic structure 

of organizational and technical measures" (hereinafter - GOST R 57580.1-2017) and compliance 

level four at least in accordance with GOST R 57580.2-2018 "Security of financial (banking) 

transactions. Information security of financial institutions. Conformity assessment methodology” 

(hereinafter - GOST R 57580.2-2018). 

2.2.2. To implement the requirements for IS risk management, detecting and identification of IS risk, 

System Subjects, within their powers, are obliged to: 

- determine indicators of IS risk level; 

- implement processes for detecting and identifying IS risk regarding information infrastructure 

objects; 

- regularly monitor, identify and analyze IS risks; 

- control IS risk level. 

2.2.3. Participants and PISP shall build processes for detecting and identifying IS risk in the System 

regarding Participants' information infrastructure objects, PISP, based on the sources of their 

implementation and reasons for their occurrence. When taking measures to detect and identify IS 

risk regarding his/her information infrastructure objects, PS Operator establishes the following 

requirements for the Participants and PISP: 

2.2.3.1. identify potential threats (risks) in relation to information infrastructure objects used by the 

Participants and PISP to work in the System; 

2.2.3.2. classify IS risks in relation to information infrastructure objects used by the Participants and (or) 

PISP to work in the System; 

2.2.3.3. use methods to detect and identify risk of information security, including, but not limited to: 

analysis of risk events that have occurred, interviewing employees of System Subject to identify IS risks 

that affect work of subject in the System, analysis of documentation obtained as a result of internal and 

external audits and other sources of information. 

2.2.4. When taking measures to detect and identify IS risk regarding its information infrastructure 

objects used when  
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working in the System, System Subject should be guided by provisions of the regulations of the 

Bank of Russia, internal documents regulating IS risk management, and requirements of PS 

Operator. 

2.2.5. Participants and PISP shall identify and analyze IS risks in the System. For the purposes of 

identifying and analyzing by the Participant and (or) PISP th IS risk in the System, Operator 

establishes the following requirements for funds transfer operators that are Participants of the System 

and PISP: 

2.2.5.1. analyze and evaluate external and internal factors affecting information security of information 

infrastructure objects and business processes where System Subject participates when performing 

transactions in the System; 

2.2.5.2. identify IS risks that may arise when working in the System; 

2.2.5.3. develop and maintain up-to-date risk classifiers information security, risk events, causes of 

risk events. When compiling list of risk events, take into account internal documents of System 

Subject that regulate procedure for information security by funds transfers, results of assessing 

compliance with security requirements, known vulnerabilities in the information infrastructure objects 

used to perform functional duties in the System; 

2.2.5.4. determine levels of inherent IS risk and establish level of acceptable IS risk, identify significant 

IS risks, determine likelihood of IS risk occurring, identified by the relevant System Subject, when working 

in the System; identify ways to manage risk of information security and, if necessary, update them; 

2.2.5.5. monitor IS risks, including levels of residual IS risks, and control their compliance with 

acceptable levels of IS risks. 

2.2.6. In order to manage risks in the Payment System, the Participants and PISP inform System Operator 

about the values of IS risk level indicators at the email address infosec@131.ru at least once a quarter. 

2.2.7. Operator has a right to request and receive information from the Participants and PISP necessary to 

manage the risks of the Payment System, as well as systematize, process, accumulate and store such 

information. 

2.2.8. In addition to these requirements, Participants and PISP should maintain a database of information 

security incidents; timely inform PS Operator about realization of IS risk by System Subject or about 

potential threat of IS risk; take actions aimed at minimizing possible negative consequences from 

implementation by IS Risk System Subject when working in the System; ensure compliance with the 

requirements for information security by funds transfers. 

2.2.9. System Operator establishes the following indicators of the information security risk level in the 

System according to three indicators: 

- Numerical final assessment of compliance with information security, performed in accordance with 

the requirements of Regulation No. 719-P "On requirements for ensuring information security by 

funds transfers and on procedure for the Bank of Russia to exercise control over compliance with the 

requirements for ensuring information security by funds transfers" dated June 4, 2020;  
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- Numerical assessment separately for IS Processes in accordance with GOST R 57580.2-2018; 

- Indicator of incidents significance in the field of information security, determined by the number of 

incidents and degree of their impact on the Participant, PISP and/or System Operator. Indicator of 

significance of information security incidents is given in Table 1. 

Table 1. Indicator of significance of information security incidents 

Low There were no incidents in the field of information security during the 

reporting period or Identified incidents did not affect the Participant or 

PISP and System Operator 

Average One or more incidents occurred in the field of information security that 

affected the Participant or PISP and which total amount of losses does 

not exceed one million rubles for the reporting period and / or 1% of the 

authorized capital of the Participant/PISP 

High One or more incidents occurred in the field of information security that 

affected the Participant or PISP and System Operator and which total 

amount of losses exceeds one million rubles for the reporting period and 

/ or 1% of the authorized capital of the Participant / PISP 
 

Table 2. General indicator of the level of risk 

Low risk level 
Final information security compliance level (IS) is 4 and indicator of 

significance of information security incidents does not exceed low. 

Average risk level 
Final level of information security compliance is 3, but at the same time, 

at least 4 IS processes have level 4 of information security compliance, 

and the remaining IS processes have level 3 at least. 

Final level of information security compliance is 4 and indicator of 

significance of information security incidents does not exceed average. 

High risk revel Final information security compliance level is 2 or less, or 1 or more 

processes have an information security compliance level of 2 or less, 

while the final IS compliance level is not important. Indicator of 

significance of incidents in the field of information security is high 
 

In case of non-compliance with the requirements for information security risk management and reaching 

a high level of risk, System Operator has a right to significantly (down to 0) reduce limits on 

sending/paying funds transfers by the Participant/conducting PISP transactions (restriction on transaction 

parameters for funds transfers) within the framework of the Systems until requirements for information 

security risk management are met and level of security is increased and risk level of the Participant is 

reduced. 
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Restrictions may be lifted by decision of System Operator: 

- subject to the absence of incidents in the field of information security in the next three months; 

- subject to the provision of documents and information on elimination of the causes of incidents in the 

field of information security; 

- subject to reimbursement of losses to System Operator by the Participant/PISP. 

Upon reaching the medium level of risk, System Operator has a right to request from the Participant/PISP 

a plan to increase the level of security and reduce the level of risk to Low. 

2.3. Preventing the impact of malicious code in the System. 

2.3.1. To protect against malicious code, System Subjects ensure the use of anti-virus protection 

tools on the information infrastructure objects and System means used by them. 

2.3.2. System Subjects take anti-virus protection measures for their information infrastructure, 

including: 

- performing regular (in automatic mode, in case of technical possibility) updating of anti-

virus databases and anti-virus software; 

- establishment of continuous mode of operation of anti-virus protection; 

- training employees in anti-virus protection measures; 

- performing preliminary check by anti-virus software of the installed software; 

as well as other measures in accordance with the requirements of the Regulation of the Bank of 

Russia No. 607-P "On requirements for procedure to ensure continuity of functioning of the Payment 

System, indicators of functioning continuity of the Payment System and methods for analyzing risks in the 

Payment System, including risk profiles". 

2.3.3. Participants and PISP send a notification about the threat of distribution of malicious code 

to the System Operator within 24 (twenty-four) hours, in case of detection of malicious code in their 

information infrastructure. 

2.3.4. Informing System Operator about detection of malicious code on information structure 

objects and means of the System or fact of malicious code impact on information structure objects and 

means of the System at the e-mail infosec@131.ru. 

2.3.5. Before installing new software on computer equipment, a preliminary check of this software 

for the absence of malicious code should be performed. 

2.4. Distribution of access in the Payment System. 

2.4.1. System Subjects provide their employees with access only to the information that is 

necessary for performance of their duties. Job responsibilities of employees involved in information 

processing should include requirements for information security. 

2.4.2. Assignment, withdrawal, change of access rights is performed by authorized persons on the 

basis of internal procedure approved by order of the relevant System Subject. 
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2.4.3. Roles associated with operation, modernization and technical support of information 

structure and means of the System are not combined in one person at a single point in time. 

2.4.4. All rights and roles are assigned on the basis of official duties of the persons and are 

withdrawn when changing duties or dismissal. 

2.4.5. Identification, authentication, authorization, registration and control of persons performing 

Transactions, as well as persons having access rights to protected information (including event logs), 

management of key information are provided. 

2.4.6. Access to information structure and means of the System is performed only using personal 

accounts. When choosing a password for an account, its complexity is ensured by using numbers, letters 

of different case and special characters (at least 8 characters for users and at least 16 characters for 

operational personnel). When using and storing a password, it is protected. Frequency of changing the 

password should not exceed 60 (sixty) days. 

2.5. Incident management in the field of information security in the Payment system. 

2.5.1. Participants and PISP are required to ensure ongoing monitoring of safeguards, operation 

of information security tools, periodic review of information security system logs, and identification of 

information security incidents. 

2.5.2. In case of self-identification of incidents in the field of information security or upon receipt 

of information about identified incidents in the field of information security, the Participants and PISP take 

immediate measures to eliminate the negative consequences caused by identified incident in the field of 

information security. 

2.5.3. If the Participant or PISP detects a malicious code or the fact of its impact on information 

infrastructure objects used during information exchange within the Payment System, it is necessary to: 

— record information about the incident in the field of information security; 

— immediately suspend information exchange with other Subjects of the Payment System until 

the consequences of malware infection are eliminated; 

— take urgent measures aimed at preventing the spread of malicious code and eliminating the 

consequences of its impact. 

2.5.4. Participants or PISP that has identified an information security incident, after taking initial 

response measures, implement a set of measures aimed at eliminating the causes that caused information 

security incident and preventing its recurrence. 

2.5.5. Information about identified incidents in the field of information security, their causes and 

measures to eliminate the consequences is stored by the Participants and PISP for 5 (five) years and may 

be requested by PS Operator. 

2.5.6. If necessary, PS Operator, together with the relevant Participant or PISP, determines an 

action plan individually for each information security incident in order to eliminate the consequences that 

have arisen and prevent the occurrence of new ones. 

2.5.7. Participants and PISP perform regular trainings of their employees in the field of 

information security on procedure for applying organizational and technical information security 

measures. 
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2.5.8. Subjects of the Payment System should ensure interaction when exchanging information 

about incidents in the field of information security. 

2.5.9. Procedure for interaction between System Subjects in case of detection of incidents related 

to violations of the requirements for ensuring information security by funds transfers: 

2.5.9.1. In case of an incident related to violations of information security requirements by funds 

transfers in the System that does not have financial consequences, but affects technological areas, System 

Subjects should, not later than 24 (twenty-four) hours from the moment of occurrence (detection) incident, 

as well as within 24 (twenty-four) hours after its elimination, report it in an accessible form to the 

Information Security Service of System Operator. Incident report should include: 

- full name of the official and name of organization; 

- contact details; 

- place where incident occurred (country, city, IT infrastructure component); 

- type of incident; 

- description of incident; 

- time of incident (if it is impossible to establish time of occurrence, time of detection is indicated); 

2.5.9.2. In case of an incident related to violations of information security requirements by funds 

transfers in the System that has financial consequences, System Subjects should immediately, but not later 

than one hour from the moment the incident is detected, report it in an accessible form to System Operator. 

Incident report should include: 

- full name of the official and name of organization; 

- contact details; 

- place where incident occurred (country, city, IT infrastructure component); 

- type of incident; 

- description of incident; 

- time of incident (if it is impossible to establish time of occurrence, time of detection is indicated); 

- funds transfer number and dates of falsified funds transfers. 

Information is sent in writing (including, it can be delivered by e-mail, mail, courier delivery). 

2.5.10. Information security service of System Operator immediately, but not later than one hour 

from the moment of detection of an information security incident, initiates informing the Participants and 

PISP in an accessible form using the contact information provided by them about identification of an 

incident related to violations of information security requirements by funds transfers in the System that 

has (or may have) an impact on operation of the relevant Participant or the relevant PISP. 
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2.5.11. Operator analyzes the data provided, if confirmed, implements a set of measures aimed at 

eliminating the consequences of incident in the field of information security, causes that caused the 

incident, and to prevent its reoccurrence, if necessary, sends an appropriate notification to System Subject 

in whose functional area of responsibility is located the area where the incident occurred for immediate 

action. 

2.5.12. System Subject that has committed an information security incident implements a set of 

measures aimed at restoring the normal functioning of information infrastructure objects in case of 

information security incidents, as well as eliminating the consequences of incident, causes that caused the 

incident, and preventing its recurrence. 

2.5.13. In order to restore the regular functioning of the information infrastructure object in case 

of incidents in the field of information security, System Subject should have internal documents for 

restoring the regular functioning of information infrastructure objects, which should provide for consistent 

actions aimed at restoring the operability of failed automated systems and (or) software depending on the 

causes of incident, and in case of an incident, act in accordance with them. 

2.5.14. When the Participants take measures for Participants’ coordination implementation when 

exchanging information about incidents in the field of information security, the Participants determine 

responsible persons for interaction with System Operator. 

2.5.15. When PISP takes measures to implement coordination when exchanging information about 

incidents in the field of information security, PISP determines the responsible persons for coordination 

with System Operator and provides information about their activities using the following 

channels/methods of information transfer: 

- E-mail; 

- paper media; 

- telephone communications. 

In case of change in the specified telephone numbers and e-mail addresses, System Operator shall 

notify each PISP of such changes by sending a notice in writing or by sending information to the email 

address of each PISP. 

2.5.16. The Participants and PISP provide electronically a report on incidents to System Operator 

related to violations of information security requirements by funds transfers in the System on a monthly 

basis, not later than the fifth business day following the month when incidents were detected, if such 

incidents in the System have been identified. The report should contain: dates of occurrence and 

elimination of incident, description of incident, measures taken to eliminate it and prevent its occurrence 

in the future. If there are no incidents in the reporting period, the report is not provided to System Operator. 

Absence of a report is recognized by System Operator as the fact of providing a report with zero data - 

absence of incidents. 
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2.5.17. System Operator analyzes notifications received from the Payment System Subjects about 

identified incidents and, if necessary, together with the relevant System Subject, determines an action plan 

individually for each incident in order to eliminate consequences that have arisen and prevent the onset of 

new ones. 

2.5.18. Composition of requirements for restoring the regular functioning of information 

infrastructure objects in case of incidents in the field of information security: 

2.5.18.1. System Operator ensures proper (regular) functioning of the System in accordance with 

the set of measures provided for by the Procedure for ensuring the uninterrupted operation of the Payment 

System. 

2.5.18.2. Participants and PISP independently develop Plans ensuring the continuity of activities 

and restoring activities, including in case of incidents in the field of information security, in accordance 

with the requirements of these Rules, and procedure for implementing a set of measures to prevent or 

timely eliminate consequences of incidents in the field of information security, as well as procedure for 

reviewing and testing these Plans. 

2.5.18.3. System Operator, Participants and PISP shall inform each other about resumption of 

performance after restoration of normal functioning of infrastructure. 

2.5.18.4. System Operator determines the following requirements for measures to restore normal 

functioning of information infrastructure objects of the Participants and PISP, which should ensure the 

continuity of work in emergency situations: 

a. maintaining an up-to-date list of information infrastructure objects used to work in the System; 

b. availability of backup equipment, communication channels, backup copies software, 

information security tools used by the subject to work in the System; 

c. regular execution of backup operations procedures, carried out in the System, using 

information security tools; 

d. availability of specific recovery solutions for respective type of information infrastructure 

object depending on the cause of incident in the field of information security; 

e. preventing future emergencies by search and elimination of identified errors in the functioning 

of information infrastructure objects, as well as by optimizing used information infrastructure objects; 

f. ensuring adjustment of working documentation for used information infrastructure objects 

based on the results of analysis of emergency situations and list of measures to prevent recurrence of 

emergency situations in the future; 

g. regular staff training. 
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2.5.18.5. Procedure to provide the Accounting and Availability System of information about 

incidents identified in the System by the Operator for Participants and PISP related to violations of 

requirements for ensuring information security by funds transfers in the System, methods for analyzing 

and responding to incidents: 

2.5.18.5.1. Information Security Service of System Operator keeps records of incidents 

identified in the System related to violations of information security requirements by funds transfers in the 

System in accordance with internal procedures developed by System Operator. 

2.5.18.5.2. System Operator ensures availability of information on incidents identified in the 

System related to violations of information security requirements by funds transfers in the System by 

electronically sending the relevant information to the Participants and PISP in the form of a report on a 

quarterly basis. If there are no incidents during the reporting period, such a report is not sent. In addition, 

relevant information is provided to Participants and PISP upon their written request. 

2.5.18.5.3. System Operator develops and maintains up-to-date methods for analyzing and 

responding to incidents related to violations of information security requirements by funds transfers in the 

System, taking into account a systematic analysis of actual risk factors for incidents, nature and frequency 

of incidents. 

2.5.18.5.4. Operator ensures availability of methods for analyzing and responding to incidents 

related to violations of information security requirements by funds transfers in the Payment System by 

sending methods to the Participants and Payment Infrastructure Services Providers on a regular basis as 

they are updated. The current version of methods for analyzing and responding to incidents related to 

violations of the requirements for ensuring information security by funds transfers in the Payment System 

is sent at least once a year. 

2.6. Appointment of persons responsible for ensuring information security. 

2.6.1. System Subjects ensure the creation and organization of the functioning of a structural unit 

for information security (information security service) or appointment of an official (employee) 

responsible for organizing information security. 

2.6.2. Persons responsible for ensuring information security produce: 

- accounting and control of the list installed and (or) used on computer equipment, software; 

- control (monitoring) of compliance with the established technology for preparation, 

processing, transmission and storage of electronic messages, payment and protected 

information at information infrastructure objects; 

- control of compliance with the requirements of operational documentation for technical 

means of information security used; 
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- documentary fixation and storage of control results over implementation of procedure for 

ensuring information security. Results of documentary control are stored for at least 3 

(three) years from the date of their registration. 

2.6.3. Duties of employees involved in the processing of information include obligations to comply 

with the requirements for information security. 

2.7. Measures to counter transfers without Clients’ consent. 

2.7.1. System Operator, when implementing measures to counteract transfers without Clients’ 

consent, performs the following actions: 

- creates system for identifying and monitoring funds transfers to counteract funds transfers 

without Clients’ consent; 

- determines procedure for implementing measures to counter funds transfers without Clients’ 

consent for the Participants; 

- uses information identified by System Operator about technical data describing computer attacks 

aimed at information infrastructure objects of the Participants and (or) its Clients, regarding to its 

infrastructure in order to counteract funds transfers without Clients’ consent. 

2.7.2. System for detecting and monitoring funds transfers without consent of the System 

Operator's Client is based on information about transfers without Clients’ consent. To obtain this 

information, System Operator uses technical infrastructure (automated system) of the Bank of Russia, 

which information is posted on the official website of the Bank of Russia on the Internet. 

2.7.3. Participants are obliged to independently implement measures aimed at counteracting funds 

transfers without Clients’ consent, as well as immediately (not later than the next business day) inform 

System Operator via the Agreed Communication Channels about identifying transactions that have signs 

of transfer without Clients’ consent, and about actions taken by the Participant with respect to said 

transactions. At the same time, the Participant, when implementing measures to counter funds transfers 

without Clients’ consent, is obliged: 

- identify funds transfer transactions that correspond to the signs of funds transfer without Clients’ 

consent; 

- identify funds transfer transactions performed as a result of unauthorized access to the 

information infrastructure objects of funds transfer operator; 

- detect computer attacks aimed at information infrastructure objects of information exchange 

participants and (or) their clients, which may lead to cases and (or) attempts to make funds transfers without 

Clients’ consent; 

- collect technical data describing computer attacks aimed at information infrastructure objects of 

information exchange participants and (or) their clients, if any; 
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- collect information about the payer's appeal to law enforcement agencies, if any; 

- consider cases and (or) attempts to make funds transfers without Clients’ consent, caused by 

computer attacks, aimed at the objects of information infrastructure of the participants in the information 

exchange; 

- implement measures to identify and eliminate causes and consequences of computer attacks 

aimed at information infrastructure objects of information exchange participants and (or) their clients, and 

further prevent cases and (or) attempts to make funds transfers without Clients’ consent; 

- define the procedures for identifying transactions in the documents regulating risk management 

procedures that correspond to the signs of funds transfers without Clients’ consent, based on an analysis 

of the nature, parameters and volume of transactions performed by the clients of the funds transfer operator 

(activities carried out by clients) in accordance with Part 5.1 Article 8 of the Law N 161-FZ; 

- use information identified by the Participant on technical data describing computer attacks aimed 

at the information infrastructure objects of funds transfer operator and (or) its clients, regarding to its 

infrastructure in order to counteract funds transfers without Clients’ consent. 

2.7.4. Measures aimed at preventing funds transfers without Clients’ consent, implemented by the 

Participant, should include: 

- determination of employees (divisions) of the Participant responsible for measures aimed at 

counteracting funds transfers without Clients’ consent; 

- development and implementation (as well as updating) of the Participant's internal documents 

regulating the list of measures aimed at countering funds transfers without Clients’ consent, and procedure 

for implementing such measures; 

- Participant has sufficient hardware and software to ensure effective counteraction to funds 

transfers without Clients’ consent (including system for monitoring clients’ transactions); 

- timely updating and modernization of hardware and software to ensure effective counteraction 

of funds transfers without Clients’ consent; 

- regular training of the Participant's employees on countering funds transfers without Clients’ 

consent; 

- carrying out activities aimed at raising the awareness of the Participant's clients about 

counteracting funds transfers without Clients’ consent; 

- determination of procedure for suspending client's transaction in case that the Participant reveals 

transaction performed without Clients’ consent, or if the transaction contains signs of a transaction without 

Clients’ consent; 
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- determination of procedure for refusing to perform a client's transaction if the Participant reveals 

in the transaction signs of an transaction performed without Clients’ consent. 

2.7.5. Upon receipt of a message from the Participant, System Operator implements measures 

aimed at suspending such transaction (if it has not been suspended by the Participant) until the Participant 

receives a notification that the Participant has received Client’s consent for Transaction, or until the 

expiration of suspension period for such Transaction. 

2.7.6. When implementing measures to counter funds transfers without Clients’ consent, PISP s 

are obliged: 

- independently and in full measure to implement measures to counter funds transfers without 

Clients’ consent (Participant) in accordance with procedure established by System Operator in this section; 

- detect computer attacks aimed at information infrastructure objects of information exchange 

participants and (or) their clients, which may lead to cases and (or) attempts to make funds transfers without 

Clients’ consent; 

- consider cases and (or) attempts to make funds transfers without Clients’ consent, caused by 

computer attacks aimed at information infrastructure objects of information exchange participants; 

- implement measures to identify and eliminate causes and consequences of computer attacks 

aimed at information infrastructure objects of information exchange participants and (or) their clients, and 

further prevent cases and (or) attempts to make funds transfers without Clients’ consent; 

- use information about transfers without Clients’ consent (Participant) to identify transactions 

that correspond to signs of funds transfers without Clients’ consent (Participant); 

- analyze transactions that correspond to signs of funds transfers without Clients’ (Participant’s) 

consent within the System. 

2.7.7. Measures aimed at counteracting funds transfers without Clients’ consent (Participants) 

implemented by PISP should include: 

- determination of employees (divisions) of PISP responsible for implementation of measures 

aimed at counteracting funds transfers without Clients’ consent; 

- development and implementation (as well as updating) of the internal documents of PISP 

regulating the list of measures aimed at counteracting funds transfers without Clients’ consent 

(Participants), and procedure for implementing such measures; 

- presence of sufficient hardware and software in PISP to ensure effective counteraction to funds 

transfers without Clients’ consent (Participants) (including system for monitoring the Participant's 

transactions); 
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- timely updating and modernization of hardware and software to ensure effective counteraction 

to funds transfers without Clients’ consent (Participants); 

- regular training of PISP employees on countering funds transfers without Clients’ consent; 

- determining procedure for suspending a client's (Participant's) transaction in case that PISP 

reveals a transaction made without Client's (Participant's) consent, or if transaction contains signs of a 

transaction without the Client's (Participant's) consent; 

- determination of procedure for refusing to perform Client's (Participant's) transaction in case that 

PISP reveals in transaction signs of an operation performed without Clients’ consent (Participant). 

2.7.8. Participants, System Operator and PISP shall inform the Bank of Russia about transfers 

without Clients’ consent in the cases and in the manner prescribed by Bank of Russia Ordinance No. 6354-

U “On the form and procedure to send information about all cases and (or) attempts to transfer money 

without client’s consent to the Bank of Russia by money transfer operators, payment system operators, 

payment infrastructure service operators, and electronic platform operators, form and procedure for them 

receiving information from Bank of Russia contained in the database on cases and attempts to transfer 

money without the client’s consent, as well as on the procedure for implementation of measures to 

counteract money transfers without client's consent by money transfer operators, payment system 

operators, payment infrastructure service operators, and electronic platform operators” dated 09.01.2023. 

2.7.9. In order to implement measures to monitor funds transfers without Clients’ consent: 

- System Operator creates a system for identifying and monitoring funds transfers without Clients’ 

consent in the payment system based on information about transfers without Clients’ consent, provided by 

System Subjects. 

- System Operator communicates contact details of the unit/person responsible for counteracting 

funds transfers without Clients’ consent to System Subjects; 

- system for detecting and monitoring funds transfers to System Subjects is based on specialized 

anti-fraud solutions. These decisions contain a set of rules whereby a decision is made on the possibility 

of sending and/or paying out a transfer. The rules take into account peculiarities of the client's behavior, 

geography of his/her transaction, limits on transactions and other criteria. 

2.8. Informing and reporting in the Payment system. 

2.8.1. System Subjects inform System Operator about Transfers without Clients’ consent using 

technical infrastructure of the System. Informing is made within 1 (one) business day from the moment of 

detection of the Transfer without Clients’ consent, by sending it to the e-mail infosec@131.ru. 

2.8.2. System Subjects are obliged to ensure that System Operator is informed about incidents 

identified in the reporting month related to violations of the requirements for ensuring information security 

by Transfers.  
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Informing is performed on a monthly basis (not later than the third business day of the month following 

the reporting month) if incidents occurred in the reporting month. In the absence of incidents, the 

Participants and PISP shall not inform Operator about the absence of incidents. 

2.8.3. System Operator is informed by sending a report to the e-mail infosec@131.ru. The report 

should include for each incident: description of incident, information about events, according to the sender, 

that caused incident, its causes and consequences. 

Report may contain other information that System Subject deems necessary to inform System 

Operator. 

2.8.4. Report provided by the Participant, in addition to the information specified in clause 2.7.2 

of this Appendix, should contain: 

2.8.4.1. Information on receipt of notifications from Clients about the use of means of payment 

without their consent in the remote banking system (mobile radiotelephone communication means of 

clients and software/Internet browsers hosted on them) provided to the Client: 

- total number of events associated with receiving notifications from Clients when using 

corresponding types of electronic means of payment. 

- number of events (out of the total number of events) related to receiving notifications from 

Clients about the use of electronic means of payment without their consent as a result of 

inducing Clients to complete a transaction by deception or breach of trust when using 

corresponding types of electronic means of payment. 

- amount of funds in respect of which notifications were received from the Clients when using 

corresponding types of electronic means of payment. 

- amount of funds reimbursed (returned) to the Clients as a result of using an electronic means 

of payment without their consent for corresponding types of electronic means of payment. 

- amount of operating expenses of funds transfer operator resulting from the use of electronic 

means of payment without Clients’ consent for all types of electronic means of payment, 

including operating expenses related to compensation for damages incurred by the clients 

of funds transfer operator and with dispute by the Clients of the Participant of operations 

on funds transfer. 

2.8.4.2. Information about Transfers and withdrawals of funds as a result of unauthorized access 

to objects of its information infrastructure (excluding information related to receipt of notifications from 

Clients specified in clause 2.8.4.1 of this Appendix): 

- number of events associated with implementation of unauthorized access to information 

infrastructure objects when using the appropriate types of unauthorized access; amount of 

written-off (withdrawn) funds of the Participant or his Clients as a result of unauthorized 

access to objects of its  
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information infrastructure when using the appropriate types of unauthorized access. 

- amount of operating expenses as a result of unauthorized access to objects of its information 

infrastructure when using unauthorized access, including operating expenses related to 

compensation for damages incurred by Clients, disputes by Clients of Funds Transfer 

transactions and transfers and withdrawals of Participant's funds. 

2.8.5. Report provided by PISP, in addition to the information specified in clause 2.7.2 of this 

Appendix, should contain information about receipt of notifications from the Participants about the 

debiting of funds from their correspondent accounts without their consent and (or) using distorted 

information contained in the orders of Payment Clearing Center or Participants: 

- registration number of credit institution - Participant; 

- amount of funds whereon notifications were received from the Participant on the debiting 

of funds; 

- amount of funds reimbursed to the Participants as a result of unauthorized debiting of 

funds; 

in the context of the following reasons: 

- execution of orders of Payment Clearing Center and Participants; 

- unauthorized access of employees or other persons with the authority to access 

information infrastructure objects, to information on correspondent accounts of the 

Participants; 

- implementation of computer attacks or unauthorized access of persons who do not have 

the authority to access the information infrastructure objects, to information about the 

correspondent accounts of the Participants.



86 

 

 

- Appendix No. 3  

- to the Rules of the Payment System dengi.ru 

Examples of different spelling of full names of the Clients - individuals 

Transferable letters and letter combinations 

/in Russian/ 
Examples of options to write Recipient’s data  

/in Russian/ 

и-й Аик-Айк 

е-ё Трухачёва-Трухачева 

л-ль Микаел-Микаель 

е/э Рафаел-Рафаэл 

я/йя/йа, ю/йю/йу Бабаян-Бабайан 

Letter doubling Бэлла-Бэла Иполит-Ипполит Гаврил-Гавриил 

Vowel о-а/и-е in syllables Даваян-Давоян 

Voiced/voiceless consonant at the end of word or 

before voiceless consonant 

Давит-Давид 

Middle or ending of name or surname: ья/иа, ья/иа, 

ея/еа а/я/и/е/э 

Татьяна-Татиана, Наталья-Наталия, Карина- 

Каринэ 

Patronymic ending: -ьевич/-иевич -ович/- евич -

ьевна/-ивна -ична/-ишна 

Аркадиевич-Аркадьевич Евгениевна- 

Евгеньевна 

Surname ending: -аидзе/-адзе -ашвили/- ишвили 

-илава/-алава -иан/ян/янц -джан/джян 

Чихлаидзе-Чихладзе Маркариан-Маркарян 

Different options of surname writing in different 

languages -ович(евич)/-y 

Альбертович/ Alberty 

Full or diminutive name option Саша-Александр, Хачик-Хачатур 

National name option Миша-Мушег  

It is not allowed to refuse to issue cash in case of discrepancies in spelling of the Recipient's data 

in the received information about Transaction and presented document in cases specified in this Appendix*: 

• 1-2 errors in writing data, caused by the possibility of different options, abbreviated spelling 

or typo (examples of different spellings of full names are given in this Appendix); 

 

 
_______________________________________ 

* Payment of funds received from legal entities - Clients of the Participants has specific features: it is prohibited to change 

any data of the Recipient, as well as to pay out funds if there are discrepancies in data of the Recipient in the information 

received about Transaction and in the identity document presented by the Recipient. If it is necessary to change data of the 

Recipient, transfer of funds is subject to cancellation by the legal entity - Sender. 
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• if full name of the Recipient is indicated in the dative case in the translation; 

• if the fields "Recipient's Last Name", "Recipient's First Name" and "Recipient's Patronymic" 

are filled out in an incorrect sequence, but at the same time they allow you to uniquely identify 

the client in accordance with his identity document**; 

• if the identity document does not require patronymic, but patronymic is indicated in the 

received information about Transaction - in this case, patronymic is used as an additional 

identifier; 

• if the identity document requires middle name, but middle name is not indicated in the received 

information about transaction; 

• if surname, first name and patronymic of the Recipient are indicated in Latin letters in the 

received information about Transaction, and in Russian in the identity document, and vice 

versa. 

_______________________________________________ 

 
** for example: 

Example No. 
Software Identity document 

1. Surname Petr Surname Petrov 

Name Petrov Name Petr 

Patronymic Petrovich Patronymic Petrovich 

2. Surname Petr Petrovich Surname Petrovich 

Name Petrov Name Petr 

Patronymic 
 

Patronymic Petrovich 
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Transliteration rules of Cyrillic symbols 

No. National symbols Recommended transliteration 

1. А А 

2. Б В 

3. В V 

4. Г G 

5. Д D 

6. Е Е 

7. Ё Е 

8. Ж ZH 

9. З Z 

10. И I 

11. Й I 

12. К K 

13. Л L 

14. М М 

15. Н N 

16. О О 

17. П Р 

18. Р R 

19. С S 

20. Т T 

21. У U 

22. Ф F 

23. Х KH 

24. Ц TS 

25. Ч СН 

26. Ш SH 

27. Щ SHCH 

28. Ы Y 

29. Ъ IЕ 
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30. Э E 

31. Ю IU 

32. Я IA 
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Appendix No. 4  

to the Rules of the Payment System dengi.ru 

 

Principles and conditions for carrying out activities in the field of Countering the 

Legalization (Laundering) of Proceeds from Crime, Financing of Terrorism and 

weapons of mass destruction proliferation financing (ML/TF), as well as prevention 

and counteraction corruption (PCC) 

1. Participants and Partners of the System take all necessary actions to ensure reliability and 

risk management when working in the System, including ensure their functioning within the System in 

accordance with the requirements of international law (in the part that applies to their activities in the 

System), legislation, regulations of the supervisory/regulatory authorities of the countries of their location. 

Participants and Partners when working in the System are guided by the recommendations 

contained in: 

- FATF documents (Financial Action Task Force on Money Laundering), 

- recommendations of the Basel Committee and the Wolfsberg Group, 

- UN and Council of Europe conventions, 

- documents of the Office of Foreign Assets Control of the US Department of the Treasury 

(OFAC) (The Office of Foreign Assets Control - Specially Designated Nationals List),  

- foreign regulations against ML/TF, accepted by international or national organizations. 

- Participant/Partner carries out activities to counteract ML/TF in accordance with the laws of 

both countries involved in Transaction on the basis of information on legal restrictions and requirements 

for identifying Clients in a particular country, provided by the Operator, Participant or Partner. 

2. Actions specified in paragraph 1 of this Appendix include: 

a) Development, approval of the Internal Control Rules in order to counteract ML/TF and 

control programs. 

b) Appointment of special officials responsible for compliance with and implementation of the 

rules and programs referred to in paragraph a) Clause 2 of this Appendix. 

c) Internal control rules should contain the procedure for documenting necessary information, 

procedure for ensuring information security, qualification requirements for training and education 

of personnel, as well as criteria for identifying and signs of unusual transactions. 

d) As part of the internal control systems, the relevant authorized service checks and evaluates 

measures to counter the legalization (laundering) of proceeds from crime and financing of 

terrorism. 

e) Participants and Partners of the System: 

- do not open accounts for anonymous owners; 

- do not open accounts without personal presence of the person opening the account or his/her 

representative (with the exception of cases provided for by the national legislation); 

- do not establish or maintain relations with banks that do not have permanent management 

bodies in the territories of the states where they are registered; 
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- take measures aimed at preventing the establishment of relations with banks whereon there 

is information that their accounts are used by banks that do not have permanent management 

bodies in the territories of the states where they are registered. 

f) Software of Participants, Partners used by them to make transfers in the System, in addition 

to/instead of the software, should have the following functionality: 

- fixing information obtained during the identification of the System's clients - individuals, 

their representatives when performing Transactions in the System; 

- transfer of the necessary data throughout the payment chain, including Transfer control 

number; 

- fixing additional requirements of the Participants - Recipients regarding the identification 

data of the Clients - individuals and / or amount of restrictions on transactions regarding 

one Sender or Recipient. 

3. Participants - residents of the Russian Federation establish the following data: 

a) during the identification of individuals - Senders (regardless of transaction amount): 

- surname, name and patronymic (if any), 

- citizenship, 

- date of birth, 

- information about identity document, 

- data of a document confirming the right of a foreign citizen or stateless person to stay in the 

country of residence, 

- tax number (if any), 

- contact details, 

- location address, 

- contact details (telephone, e-mail address), 

- details of identity document (series, number), 

b) during identification of individuals - Recipients (regardless of Transaction amount): 

− last name, first name and patronymic (if any), 

− date of birth, 

if the Participant - Recipient does not set individual requirements. 

4. Software supplied by System Operator has the functionality checks of the System's clients - 

individuals, their representatives for matching with: 

- List of persons in respect of which there is information about involvement in 

extremism/terrorism (hereinafter referred to as the List of extremists and terrorists), and 

further measures to freeze (block) the funds of these persons; 

- List of persons subject to the Commission's decision to freeze (block) their funds or other 

property; 

- List of organizations and individuals in respect of which there is information about their 

involvement in the proliferation of weapons of mass destruction; 

- Blocking resolutions of the UN Security Council; 

- List of individuals in respect of which the Russian Federation introduces special economic 

measures. 

Check is performed in the manner and in accordance with the requirements of the Legislation. 
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5. Software of Participants - residents of the Russian Federation using other software should 

also have the functionality of checking Clients - individuals, their representatives for matching with the 

Lists specified in clause 4 of this Appendix. 

6. Participants, Partners are obliged to independently fulfill the requirements for checking 

Clients - individuals, their representatives for coincidence with: 

- National Lists of individuals involved or suspected of participating in terrorist activities; 

- National sanctions restrictions. 

- OFAC (list of the Office of Foreign Assets Control of the US Federal Treasury) (checkedat 

the request of Participants and Partners). 

7. System Operator recommends that Participants, Partners have the functionality monitoring 

and tracking transactions for signs of structuring in order to avoid control by Clients, as well as other signs 

indicating the unusual nature of transactions. 

System Operator reserves the right to inform the Participants about the identification of transactions 

that, in the opinion of System Operator, have signs of unusual ones. 

8. Participants and Partners are obliged to accept reasonable and available measures under the 

circumstances: 

- on identification of beneficiaries, beneficial owners; 

- to identify foreign public officials, their spouses and close relatives among Clients - 

individuals, as well as persons acting in their interests; 

9. Participants - residents of the Russian Federation are obliged to accept reasonable and 

available measures to identify among Clients - individuals under the circumstances: 

- leaders or founders of public/religious/charitable / foreign non-profit non-governmental 

organizations (their representative offices / branches in the territory of the Russian Federation), as well as 

persons acting in the interests of such organizations; 

- officials of public international organizations, persons substituting (holding) government 

positions of the Russian Federation, positions of members of the Board of Directors of the Bank of Russia, 

positions of the federal civil service, which appointment and dismissal are performed by the President of 

the Russian Federation or the Government of the Russian Federation, positions in the Bank of Russia, state 

corporations and other organizations created by the Russian Federation on the basis of federal laws, 

included in the lists of positions determined by the President of the Russian Federation, in accordance with 

the list of public positions provided by the Bank of Russia; 

- persons whose close relatives are included in the official List of Persons Involved in 

Extremist/Terrorist Activities/Persons in respect of whom there is information about their involvement in 

the proliferation of weapons of mass destruction provided by the Federal Financial Monitoring Service; 

- persons whose address matches the address of persons included in the List of extremists 

and terrorists / persons in respect of whom there is information about their involvement in the proliferation 

of weapons of mass destruction. 

10. In the absence of other information, Senders and Recipients of funds are recognized as 

beneficial owners when making funds transfers within the System. 

11. Participants, Partners, System Operator, PISP (hereinafter referred to as the Parties), when 

fulfilling their obligations under the System Rules, their affiliates, employees or intermediaries: 
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- do not pay / offer to pay / do not allow the payment of any money or valuables, directly or 

indirectly, to any person to influence actions or decisions of these persons in order to obtain any improper 

advantage or other improper purpose; 

- do not carry out actions qualified by the Legislation applicable for the purposes of the 

System Rules as giving/receiving a bribe, commercial bribery, as well as actions that violate requirements 

of applicable law and international acts on combating the legalization (laundering) of proceeds from crime. 

12. If any of the Parties suspects what has happened or there may be a violation of any 

provisions of the previous paragraphs of this clause, the relevant Party undertakes to notify System 

Operator in writing. 

In a written notice, a Party should refer to the facts or provide materials that reliably confirm or 

give reason to believe that a violation of any provisions of this clause has occurred or may occur by any of 

the Parties, its affiliates, employees or intermediaries expressed in actions qualified by the applicable 

legislation, such as giving or receiving a bribe, commercial bribery, as well as actions that violate the 

requirements of applicable law and international acts on combating the legalization of proceeds from 

crime. 

Upon written notice, the respective Party has a right to suspend the performance of obligations 

under the System Rules until confirmation is received that the violation has not occurred or will not occur. 

This confirmation should be sent within ten business days of the date of the written notice.



94 

 

 

Appendix No. 5 

to the Rules of the Payment System dengi.ru 

Principles and conditions for the processing of personal data by System Participants 

System Participants are residents of the Russian Federation (hereinafter referred to as the 

Participants), being, among others, funds transfer operators are also independent operators organizing and 

carrying out the processing of personal data (hereinafter also referred to as PD). In accordance with the 

requirements of Federal Law No. 152-FZ "On Personal Data" dated July 27, 2006 (hereinafter - Law No. 

152-FZ), Participants are obliged to notify the authorized body for the protection of the rights of personal 

data subjects about the processing of personal data in cases provided for by the Legislation. 

Principles and conditions for processing of personal data by the Participants should comply with the 

requirements of the Legislation and standards of the Bank of Russia. 

Personal data processed in the System includes a set of data that allows you to determine the subject 

of PD, including: 

■ last name, first name, patronymic (if any); 

■ citizenship; 

■ year, month, date of birth; 

■ place of birth; 

■ address of place of residence (registration or place of residence); 

■ details of identity document; 

■ details of migration card, details of document confirming the right of a foreign citizen or stateless 

person to stay in the country of residence; 

■ INN (Taxpayer Identification Number) (if available); 

■ SNILS (Individual insurance account number) (if available); 

■ phone number. 

Personal data are processed in accordance with the principles established by Article 5 of Law No. 

152-FZ, for the purposes and to the extent necessary for implementation of: 

■ acceptance/payment of other technological transactions within the Funds Transfer System; 

■ compliance with the requirements of the Legislation; 

■ informing an individual about the System Services and Participants; 

■ participation of an individual in loyalty campaigns and other events to promote the System Services 

and Participants, including with the involvement of third parties - mobile providers. 

PD processing is performed with the consent of PD subjects - Clients: client's consent to PD 

processing, including for cross-border transfer of personal data or consent should be in the form of 
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separate document. In the absence of consent to the processing of the Sender's personal data (Sender's 

refusal to provide such consent), Transfer is not accepted for execution. 

Processing of special categories of PD (racial, nationality, health status, etc.), biometric PD for the 

purpose of performing Transactions is not carried out. 

Transfer of PD, including cross-border one, is carried out in order to fulfill an agreement with the 

Client on funds transfer or funds payment. 

System Participants are obliged to independently comply with measures to ensure the security and 

confidentiality of PD during their processing, including ensure protection of personal data in the workplace 

in accordance with the requirements of Law No. 152-FZ. 

Participants - non-residents of the Russian Federation should also be guided by the principles set 

forth in this Appendix and comply with the requirements of the legislation of their jurisdiction regarding 

collection and processing of personal data. Participant is responsible for compliance with the legislation 

on the protection of personal data by the Participants. 

Means of information security used by the Participants for making funds transfers in the System 

should ensure confidentiality, integrity and authenticity of electronic messages in the course of information 

exchange between System Subjects.
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Appendix No. 6 

to the Rules of the Payment System dengi.ru 

Tariffs of the Payment System dengi.ru 

Remuneration of Operational Center of the Payment System  

No. Service description 

Tariff 

Payer 

 

(percent of 

transfer 

amount) 

 

1 
Transfer processing 

0,15 
Participant - Sender 

2 Transactions of return / cancellation No fee 

 

 

Remuneration of Payment Clearing Center of the Payment System 

No. 

  

Tariff 
  

Service description 
 

(percent of 

transfer amount) 

 

Payer 

1 Clearing of Transfer transactions 0,15 Participant - Sender 

2 Transactions of return / cancellation No fee 
 

 

Interbank Transfer remunerations * 

Service fee of Participant - Sender Service fee of Participant - Recipient 

0,7 % 0,5 % 
 

* Service fee is charged from Transfer amount by the Participant - Sender from the Sender at the 

time of Transfer. Participant - Sender is the payer of service fee to the Participant - Recipient. 

No service fee is charged from the Sender for return/cancellation of Transfer. 

Note: 

1. Service fees are VAT free 


